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Introduction

INTRODUCTION

Manuel Pardos:

Chairman of ADICAE,
FSCG member
(Financial Services
Consumer Group) and
FPEG member (Fraud
Prevention European
Group) of the
Commision European,
member of the
Consumers and Users
Council of Spain
(CCU).

Both by volume and value, transactions made through electronic payment instru-
ments account for a growing proportion of payments made in the EU and beyond.
The trend indicates that, in the coming years, electronic payment methods will beco-
me easier due to technological advances and it is expected that their use will beco-
me more widespread among consumers.

The possibility of using these payment methods practically all over the world
requires that they be effective, easy to use, widely accepted, reliable and available
to most of the population of Europe. Furthermore, it is essential that widely acces-
sible payment instruments have the highest possible security measures against
fraud, both before and after a crime is committed. This engenders consumer confi-
dence in these non-cash alternative methods of payment, and therefore their success
and expansion.

The increase of payment fraud in recent years, which is linked to more widespre-
ad use, is a concern. The expansion and transnational nature of fraud, therefore,
requires cooperation and dialogue between all countries and protagonists (banks,
security companies, card issuers, consumers, judges, police forces, etc) in order to
create a coherent prevention strategy at European level. To date, the measures taken
by member states, despite being effective, have not been sufficient to counteract the
threat of fraud in the present and in the near future.

ADICAE has therefore developed a project entitled “Establishing a European
technical fraud dossier available to judicial and police authorities based on a net-
work of information alerts provided by banks and citizens” with the support of the
European Commission and in which other European consumer associations partici-
pate. This project’s general conclusion highlighted the shortcomings of policies and
strategies of cooperation between European Union countries to date. It is therefore
necessary to adopt several measures, which, following various presentations and
debates, are analysed in this publication. Measures that particularly stand out
include the elimination of bad practice and unfair terms in payment method con-
tracts, in which banks exempt themselves from any liability in the event of fraud, the
implementation of a series of measures such as fostering information exchanges and
cooperation between public and private bodies; the harmonising of national laws in
terms of prevention and suppression; the creation of a database coordinated by
Europol to be used by different competent bodies relating to the investigation of
fraud in each European Union country, and cooperation between European consu-
mer associations, police forces, judiciaries, companies, banks, etc, to carry out
widespread information campaigns to improve the awareness of users and educate
them in the use of payment methods.

These and other findings and proposals that were presented at the European
Symposium, "The economic crisis and payment fraud in Spain and the European
Union", have been included in this publication, which ADICAE hopes will provide
an impetus to the adoption of measures and solutions to curb the phenomenon of
payment fraud, which is of such concern to consumers.
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Creation of a european tech-
nical catalogue against the
fraud

Project introduction
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Project introduction

PRESENTATION OF THE EUROPEAN PROJECT

Due to the alarming increase in payment fraud faced by
consumers and the other than hopeful prospects for the futu-
re, ADICAE undertook this European project entitled
“Establishing a European technical fraud dossier available to
judicial and police authorities based on a network of infor-
mation alerts provided by banks and citizens” with the sup-
port of the European Commission and the participation of
other European consumer associations.

PROJECT OBJECTIVES

Non-cash payment fraud in the EU has an impact on hun-
dreds of thousands of users and the security of the system
itself. Current figures and the increasing growth expected in
the coming years make the adoption of measures in all coun-
tries necessary, especially in those countries that have
recently joined the EU and future candidates for accession.
Fraud resulting from the gradual expansion of electronic
payment, investment and a growth in tourism (with increased
mobility of EU citizens) in these countries represents a par-
ticular risk.

The objectives of the project were:

* The cooperation of users and victims in reducing pay-
ment fraud in partner countries.

« Increasing the awareness of organisations that represent
users in terms of type, mechanisms of fraud and pro-
tection.

 Facilitating the exchange of information regarding
transnational fraud, enhancing coordination and coope-
ration between the various protagonists at European
level, and coordinating measures taken in response that
are common to all EU countries, thus mitigating risk by
ensuring crisis management and a faster and more con-
sistent response in the event of cross-border crime.

» Promoting cooperation with public bodies responsible
for combating fraud, which helps to prevent or reduce
risk.

PARTICIPATING COUNTRIES

= ADICAE

Asociacion de Usuarios de Bancos,
Cajas y Seguros de Espafia

Slovenia:“Asociacidn
(MIPOR)™”

- Slovakia : “Asociacion nacional
eslovaca de consumidores (ASC)””

l Italy: “Associazione
(FEDERCONSUMATORI)”

Lithuania : “Lithuanian National

mmmmm  Consumer Federation (LNCF)”

. Czech Republic : “Sdruzeni ceskych

spotiebiteld (SCS)”

I I Romania: “Asociatia Nationala pentru

Protectia Consumatorilor si Promovarea
Programelor si Strategiilor din Romania
(ANPCPPS)”
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Project introduction

PROJECT ACTIVITIES

The following materials/activities were prepa-
red/organised to disseminate the findings and conclu-
sions drawn after months of study and research to
ensure that the information reached judicial authori-
ties, the Police and consumers:

» Technical dossier.

* Website with a fraud alert network.

* A study on the impact of fraud on consumers .
*European Symposium.

Technical dossier: a tool for training and
debate

This publication, the cornerstone of other project
activities and publications, aims to raise awareness
and alert the judicial authorities and the Police of the
risks to users and, in turn, inform advanced users of
how payment methods work technically and how cri-
minals operate by applying new technology to
defraud. The aim is for the authorities to take measu-
res and provide solutions depending on their compe-
tences and for advanced users to fully find out about
fraud and how to avoid it.

e s WM of Farciomarsstn del Iraads e
s de pags 1 gt wilmsme

Furthermore, an additional aim is to provide com-
panies in the payment sector, consumer authorities
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and banks, etc. with a tool to exchange viewpoints and
analyse the current situation of payment users in order
to enable them to carry out their work more effecti-
vely.

Survey on the impact of fraud on consumers

One of the ADICAE’s concerns was to record
the impact of payment fraud on households, and how
it influences users when using their cards, electronic
banking, etc. We conducted a comprehensive survey
by obtaining information from recent studies carried
out by organisations, institutions and companies spe-
cialising in payment fraud and also from a survey con-
ducted by ADICAE, both in person and through the
Internet, since it was available to anyone visiting the
site. The information and results are intended to
explain the situation currently experienced by consu-
mers, as well as suggesting reasonable and feasible
solutions for all those involved in payment methods.

EL FRAUDE
EN MEDIOS DE PAGO
¥ LOS CONSUMIDORES

Estudio estadistico y datos
de la realidad econdmica
y social del fraude
s == _.;__.:__'
= bean St g =




Project introduction

European Sglmposml:;. sharmglmffonfnatlon on “Ia crisis economica

culrre_nt problems and proposals for future yelfraude en l0s

solutions medios de pago en
The climax of the project, in its final month, was the Espana !‘IH Union

organisation of a European Symposium, "The econo- bk Europea

mic crisis and payment fraud in Spain and the e senic 713 o s f i e !

European Union,” in Madrid on June 9th, whose con- : | m‘i'""'“"”"“""“

tents are reproduced in this publication. The sympo-
sium was attended by speakers and figures from the
field of consumer affairs in general and experts in pay-
ment security in particular. The aim was to bring toge-
ther all protagonists so that they could offer their views
regarding payment methods in the face of fraud and
their proposals for solving the problem.

Website: Alert network (information and training)

ADICAE’s website, www.adicae.net pre-
sents the project to all of its visitors and provi-
des them with the opportunity to find out about
the many types of fraud that exist, a dictionary
with the most common terms, advice on how to
avoid fraud and a survey that collected the opi-
nions of payment users faced with fraud. All of
this content has been a resounding success and
we hope that the website continues to receive a
large number of visits.

Another important part of the website is
the alert network that ADICAE updates regu-
larly to warn users of the latest types of fraud.
This system is not intended to be active for the
duration of the project, but to update and
amplify all kinds of information relating to this
issue on a daily basis.
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PART 2

European countrie's legisla-
tion

Legislative framework and particularities
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Legislative framework and particularities

ROMANIA

1. General legislative framework
Consumers’ protection in Constitution

The fundamental Romanian law does not contain special
stipulations regarding customer protection. Though there are
some constitutional disposals that refer to the protection
offered to the citizens as customers.

For example, art no. 135 line 2 letter a) from the
Constitution adopted in 1991 and reviewed in 2003 stipula-
tes that the State must secure “a free trade, protection of fair
competition, provision of a favourable framework in order to
stimulate and capitalize every factor of production”. This
disposition mainly refers to encouraging trading and compe-
tition without mentioning about protecting the customer.
However it is well known the coexistence between free tra-
ding, fair competition and protection of customer’s rights,
who are direct beneficiaries of production activities.

Art. 17 also stipulates “The State shall be bound to take
measures of economic development and social protection, of
a nature to ensure a decent living standard for its citizens”. It
is obvious that this kind of measures involve protection of
social and economic interests of the citizen. /A decent living
standard can be assured only by defending their interests as
consumers.

An important disposal mentioned in art. 21 is the one
regarding the citizens viewed as consumers: “Every person is
entitled to bring cases before the courts for the defense of his
legitimate rights, liberties and interests”. The present state-
ment guarantees free access to justice which is a fundamen-
tal right and an imperative condition of juridical efficiency.

The essential principals that fundaments the most impor-
tant customer rights are the ones mentioned in Chapter II
entitled  “Fundamental  rights and  freedoms”.
Art. 22 guarantee the right to life, to physical and mental
integrity. These stipulations need to be corroborated with art
5 from the Regulation of Consumption which mentions The
State’s obligation to assure “the customer’s protection
against the risk of achieving a product or a service that may
harm their life, health, security or that may affect their legi-
timate rights and interests”. Other principles mentioned in
the same chapter that may be connected with the customer’s
rights are: the right to defense, the right to information, the
right to protection of health, the right to a healthy environ-
ment, the right to association, the right to private property,
the right of petition. All these fundamental citizen rights are
also found in the specific legislation regarding the custome-
1’s protection. The exercise of these constitutional rights can
only be limited by law, in special conditions of necessity and
adequacy.

All these fundamental prerogatives mentioned in the
Romanian Constitution are highly connected with the custo-
mer’s rights and benefit of an efficient application if they are
internationally recognized (conventions, treaties, internatio-
nal agreements). A priority to any state is the recognition,
guaranteeing and defending the fundamental rights and free-
doms of the citizen (including the ones regarding the protec-
tion of the customer).

As a conclusion, the legislation regarding the protection
of customers is not in contradiction with the constitutional
right to free access to justice, the right to defence or indiscri-
mination although it has an obvious protective character in
favor of consumers.

Regulation of means of payment in the Civil
Code. The contracts.

The special legal disposals which regulate the protection
of customers are completed with the common right, espe-
cially with the dispositions mentioned in the Civil Code.
Inspired from the French Civil Code, the Romanian one con-
tains in Book III, Title III disposals that regulate the con-
tracts. Among these, there are stipulations that refer to the
necessary and essential conditions to validate a convention.
Non — compliance with these conditions conducts to the
nullity of the convention.

In order to validate a contract, (also for the contracts
where one part is a consumer), the assent must fulfill certain
conditions: to come from a person with judgment; to be
expressed with the intention of producing juridical effects; to
be exteriorized and to be valid (not to be altered by any vice
of consent).

Another type of vice of consent is the lesion, although the
Civil Code does only give the minors the possibility to invo-
ke this kind of vice. The lesion consists in the major dispro-
portion between the prestations of the parties. The abusive
clauses may create an economic lack of balance in the con-
sumer’s disadvantage.

The consumer must express a free and unviced consent
when closing a contract, although he is situated in most cases
in a position of economic inferiority reported to the profes-
sionals.

In case his will was altered by any vice of consent, the
illegal contract must be canceled in order to protect the con-
sumer’s interests. The sanction in this case is the total nullity
of the contract that in some situations may be in the detri-
ment of the customer.

Plus, it is very hard to prove the vice of consent by the

PROJECT EUROPEAN TECHNICAL CATALOGE
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Legislative framework and particularities

party who claims it. Although the tendency of the juridical
practice is to encourage and to facilitate the mission of the
plaintiff, the probation task is not turned down in litigations
between professionals and consumers. The professional’s
dishonesty is not presumed, the consumer has to prove it.

For all these reasons, invaliding the abusive clauses is pre-
ferred over the vices of consent, less used in the matter of
customer protection.

2. Applicable law — particularities

The professionals, regarding the field of activity, must
ensure complete, correct and precise information about the
essential characteristics of the products and services provi-
ded to consumers. This obligation to informing the partners
must be reinforced in the financial area.

n the banking area was adopted Law no. 289/2004 regar-
ding the judicial regime of credit contracts for personal
needs, designed for individuals. This law establishes the
terms and conditions for closing a credit contract for perso-
nal needs, and contains several clauses in order to protect the
consumers.

Another regulation designed to protect the consumer in
the financial area is OG 85/2004 regarding the consumers’
protection when closing and executing contracts by corres-
pondence. These legal stipulations refer to the conditions of
informing the consumers in the financial contracts regarding
the banking services, credit cards, insurances, private pen-
sions, financial investments.

These legal norms together with the ones in common law,
defend the consumers’ interests in the financial area and
ensure enough protection to the “weak” part of the financial
contracts.

Among the consumers’ rights, the most important ones
regard the following:

- The right to information: the services provider has the
obligation to inform the customer in time, correctly and com-
pletely over the essential elements of the contract. The pro-
vider has the obligation to prove the fulfilling of this task,
any contrary clause being considered an abusive one.

- The right to unilateral denounce the contract, with men-
tioning the terms and conditions the consumer may exercise
it.

In contradiction with the legal specific regulation in mat-
ter of credit contracts, the following situations were met in
practice:

14 PROJECT EUROPEAN TECHNICAL CATALOGE.

- By analyzing several contracts, the result was that not all
bank units explained clearly certain terms like mortgage,
franchise etc., in order to be understood by the consumers.

- There is no clear specification about the penalty percen-
tages for a late payment of a rate, the interest, the possibility
of the consumer to unilaterally close a contract with 30 days
notice.

- The lack of a clear elaboration of the contracts.
- The lack of information regarding deadly period, means

of execution, suspension or stopping the service: terms, noti-
fications, deposit conditions, insurance conditions.

Other applicable laws:

B Law 365/2002 modified by law 121/2006 regarding
electronic commerceGovernment decision no. 1308/2002 for
approving the methodological norms regarding e-commerce.

B Law no. 677/2001 for persons’ protection regarding
using their personal data.

W Order no. 52/2002 regarding the approval of minimum
security requests for using personal data.

B Law no. 455/2001 regarding electronic signature.

B Government decision no. 7/2004 regarding the juridical
protection of services based on conditioned access.

W Regulation 4/2000 of National Bank of Romania regar-
ding distance payment means.



Legislative framework and particularities

CZECH REPUBLIC

1. General legislative framework

Harmonization of the Czech legal framework had
been completed with relevant acquis up to 1 May
2004, the date of accession of the CR to EU.

B Criminal Code No. 140/1961 Coll.
M Civil Code No. 40/1964 Coll.
B Commercial Code No. 13/1991Coll.

M Act. No.
ments in cash.

254/2004 Coll., on restriction of pay-

B Act No. 253/2008 Coll., on some measures
against legalization of profits from criminal activities
and against funding of terorism.

B Act No 253/2002 Coll. on transfers of finances,
electronic finances and payment systems (law on pay-
ment systems).

B Decree of the Czech National Bank, on the way
of performance of payments among banks, acounting
on bank accounts and technical procedures of banks
for corrective accounting

2. Applicable law — particularities

Follows a review of some of legal arrangements
against frtauds in the area of non cash payments in the
CR, including relevant EU acts transposed into the
Czech regulations

.l 97/489/EC: Commission Recommendation,
transactions by e-pyament

B 87/598/EEC: Commission Recommendation,
European Code of Conduct on e-pyament

W 97/7/EC: Directive of the EP and C on the pro-
tection of consumers, distance contracts

W 2001/413/EC: Council Framework Decision on
combating fraud and counterfeiting of non-cash means
of payment

B 2000/31/EC: Council Framework Decision on
combating fraud and counterfeiting of non-cash means

of payment.

Bl 2007/64/EC: Directive of the EP and C on the
payment services

PROJECT EUROPEAN TECHNICAL CATALOGE
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Legislative framework and particularities

SLOVAK REPUBLIC

1. General legislative framework
Consumers’ protection in Constitution

Even the Slovak Constitution was established quite some
years ago, in 2002 — The Slovak Republic was established
after splitting of former Czechoslovakia Jan 1, 2003 — the
consumers are not mentioned in it. Constitution does not
recognize the category “ Consumer”.

Constitution of the Slovak Republic
« article 26 , paragraph 1,4,5 — right to information
* art. 36, par. ¢ and art. 40 — right to health-protectio

« art. 46 — right to independent law-court

Regulation of means of payment in the Civil
Code

The Slovak Civil Code is based in former
Czechoslovakian Civil Code 40/1964 which has many, many
novels and amendments adopted during the last 44 years......

B Civil norm (civil code) applicable to contracts in general

* Act # 40/1964 plus its novels

* Contracts generally — par 43-51

» Consumer contracts — 52 - 60

* Contract of purchase — par. 588 — 627

* Deed of gift - par. 628 — 630
* Contract of work - par. 631 — 651

* Contract for repairment and adjustment par. 652 — 656
* Loan contract - par. 657 — 662

* Rental contract - par. 663 — 723

* Collection contract - par. 724 — 741

» Accommodation contract par. 754 — 759
« Transportation contract par. 760 — 773

» Commission contract par. 774 — 777

« Insurance contract - par. 788 - 828

B Consumption norm (code of consumption or similar norms)
» Consumer Act 250/2007 effective from July 1, 2007
* Consumer rights par. 3

* Information duties par. 11 — 18

16  PROJECT EUROPEAN TECHNICAL CATALOGE.

2. Applicable law — particularities

As for direct cash payments they were efforts since 1990’s
to fight through Tax-legislation against money-laundering by
the cash-limits for payments made outside of banking system
but it was not effective and direct cash-payments of even
high amounts are very common

Credit cards

The misuse of credit-card is regulated in the System of
payment-Act No 510/2002 effective Aug 31, 2002, art. 25 —
duties and claims of consumer vs. bank/card issuer in cases
of card-misuse..

Criminal Code No 300/2005, art. 219 — Forgery and unau-
thorized use of an electronical payment mean and other pay-
ment card - the basic punishment is 1-5 Years of imprison-
ment and 5-12 Years in special cases — big damage, as a
member of dangerous organized group.

Even the rules can be considered as clear and sufficient in prac-
tice there are many problems in case a card or idenification data of
a card were misused a consumer was damaged by ilegal withdra-
wal of cash from his/her money-account. In most cases banks/card
issuers are not willing to accept consumer’s point of view or argu-
ments and usually declare that the consumer caused the problem
and on the side of card-issuer no mistake occured - mainly in case
when the author of the fraud is unknown, which is very common.

Transfers

The System of payment-Act No 5102002 effective Aug 31,
2002, arts. 3-11 for inland transfers and arts.12-20 for international
transfers. No specific provisions for Consumers were identified.

Cheques

No specific provisions with reference to consumers were identi-
fied.

Payments on line

Payments on line tied to information technologies — compu-
ters and internet systems.

The System of payment-Act No 510/2002 effective Aug 31,
2002, arts. 21 — 24.



Legislative framework and particularities

SLOVENIA

1. General legislative framework

Consumers’ protection in Constitution

Consumer protection is not mentioned in the Constitution.
A special Law on Consumer Protection is the centrepiece of
consumer protection legislation.

Regulation of means of payment in the Civil
Code.

The main body of law in this field is not the Civil Code,
but the Code of Obligations. Further specifications are the
Law on Consumer Protection and the Law on Means of
Payment. The mentioned laws were extracted from cases on
card theft and phishing which we could find until now.

B Code of Obligations
* Art. 5: Principle of conscientiousness in fulfi-
lling contractual obligations
* Art. 6: Principle of carefulness
» Art. 86-88: Nullity of contractual conditions
* Art. 121-122: General terms and conditions and
their nullity

B Law on Consumer Protection
* Art. 23-24: Prohibition of unfair contract terms
* Art. 45: Dispatchment of undesired advertising
messages

B Law on Means of Payment
* Art 9.: Obligatory content of general terms and

* Art. 13: Obligatory content of payment order
(identification,....)

» Art.24: Obligation of compensation in payment
transactions, resolution of disputes

B Law on electronic communication
» Art. 109: dispatchment of undesired advertising
messages

B Law on Banking
» Art. 230: Dispute resolution among banks and
consumers

B Law on Protection of personal data — Penal
Code
* Art 154: Abuse of personal data
* Art 225: unauthorized entry into an information
system
» Art. 242: invasion into an information system
e Art 309: Production and acquiring of tools
intended for penal acts

2. Applicable law — particularities
Cheques

Cheques are regulated by the Law on Checks. However,
today, the use of cheques is negligible in Slovenia. They are
not an obligatory means of payment anymore. Some banks
don’t offer them anymore, while the consumers can obtain
them at others through a special application. That is why we
propose to leave this field out in Slovenia and concentrate on
more important ones.

conditions
Country Penal Legislation on Fraud
Czech Republic Yes (Penal Code , 140/1961)
boly Penal Code: Section 491: Counterfeit of electronic documents; ; Section 635-bis: Damages to computer networks and lelecomunications; Section 615:
Virus and Malware Difussion; Seccién 392: Damages fo property (included electronic goods); Section 494: Personality Theft

Lithuania Yes

Romania Yes

Sloveni Penal Code: Art 154 (Undue use of personal data uso); Art 225: Non-authorised access to computer systems; Art. 242: Invassion to information systems;
a
! Art 309: Production and acquisition of tools for illegal acts

Slovak Republic Penal Code n?300/2005, § 219 — Counterfeit and non-authorised use of electronic means of payment and payment cards

PROJECT EUROPEAN TECHNICAL CATALOGE
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Legislative framework and particularities

BULGARIA

1. General legislative framework
Consumers’ protection in Constitution

Art. 19 of the Constitution, Market free economy, based
on a free initiative, where the law guarantees equal condi-
tions for economic activity to individuals and legal entities
protecting the rights of consumers, fighting against the unfair
competitions and monopoly practices.

Regulation of means of payment in the Civil
Code

he means of payments are regulated at least by several
acts, namely Consumer Protection Act, Financial Services at
Distance Act, Electronic Trade Act, and Money Transfer,
Electronic Means of Payment Act.

2. Applicable law — particularities
Credit cards

Laws on credits cards:

* Art. 60. of the Consumer Protection Act, illegal use of a
bank card in contracts at distance.

* Articles 27-40a of the Money Transfers, Electronic
Means of Payment Act treat rights and obligations of the
issuers and holders of the electronic means of payment.

+ Art. 249 of the Penalty Code should be revised. It states
that means of payment frauds, which cause considerable
material damages, are sentenced to imprisonment of 2 to 8
years and imposed with a fine up to the doubled amount of
the fraud. “Considerable material damages” mean the mini-
mal monthly wage in Bulgaria multiplied by 14, which is
3080 leva (1540 euro). Hence, the frauds for less than 3080
leva are not covered by art.249. So, the “considerable mate-
rial damages” should be excluded from the act.

Transfers, Cheques and Payments on line

Articles 27-40a of the Money Transfers, Electronic Means
of Payment Act treat rights and obligations of the issuers and
holders of the electronic means of payment.

Country Civil Legislation on Fraud

Czech Republic Civil Code no. 40/1964, Trade Code no. 13/1991, efc.

boly Law 197/1991, section 12 (Undue use of credit cards), Law for the Protection of Data, section 34 (2003), Law of the Cheque, Law for the Computer

Fraud (547/2003), Deccree n. 112 (30 April 2007): Creation of a Prevention System for the Credit Cards Fraud

— Banking Law (2004): Art 56; Transferences Law (1999) Electronic Means of Payment, Cheque Law (1999) and Article 1104 of teh Civil Code (Regulation|
vonia for the mechanism of the cheque), Law for the  distance contracting (2001): Art. 7, 11, 12, 14, 16 y 23; Civil Code (Art. 6366, 6367);

B Electronic Commerce ( 365/2002), Profection of personal data (677/2001), Electronic Signature (455/2001), Distance Means of Payment (Regulation|
mania 4/2000 of the National Bank of Romania)

Slovenia Means of Payment Law (Art. 9, 13, 24) ; Banking Law (Art. 230), Chque Law

Slovak Republic Undue Use of Credit Cards (Law 510/2002, § 25)
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Legislative framework and particularities

ITALY

1. General legislative framework
Consumers’ protection in Constitution

Italian Constitution dates back to 1948, a period in which
the issue of consumer protection was practically unknown in
Europe. Due to contingent political reasons, Italian
Constitution is focused on labour and worker protection,
rather than on enhancing consumer welfare. A little clue for
consumer protection may be found in section 47, insofar as
it is stated that “The Republic encourage and protect savings
in every form”.

Regulation of means of payment in the Civil
Code

Italian Civil Code dates back to 1942, a period in which
the issue of consumer protection was practically unknown in
Europe. Therefore, within the Civil Code, the means of pay-
ment are regulated regardless of the subjective quality of
consumer or professional. The obligation to pay a sum of
money has objective character and one cannot disclaim its
liability to pay, unless he gives evidence that the breach of
his obligation to pay is due to a material and general impos-
sibility to fulfil the obligation which is not due to himself
(Trimarchi P., Istituzioni di diritto privato, XVI ed., Milan,
2005, 300). According to section 1277 of the Civil Code,
“Pecuniary dues are paid by cash having legal course in the
State at the time of payment and for their nominal value”.
However, this general principle must be coordinated with
anti-money laundering laws, which forbid payment by cash
above certain thresholds. In general terms, and further to
several amendments (last one has been introduced by section
1, paragraph 1, of Law 6 August 2008, No. 133) it is forbid-
den in Italy to use cash for payments above Euro 12.500,00
even though lower limits exists for certain specific payments
(i.e. payments by cash to lawyers, doctors, etc. are allowed
up to the limit of Euro 500,00 until 30 June 2009 and up to
Euro 100,00 onwards).

2. Applicable law — particularities
Credit cards

Misuse of credit card is regulated in Italy, since
1991: section 12 of Law No. 197 of 5 July 1991 states
that: “Anyone who, in view of getting a benefit for
himself or for a third party, illegally use, without
being the legitimate holder, credit or payment cards,
or any other similar document enabling him to get
cash or to purchase goods or services, is punished
with imprisonment from one to five years and with a
fine from 600 thousand Lira to three million Lira. It

shall be equally punished anyone who, in view of get-
ting a benefit for himself or for a third party, counter-
feit or modify credit or payment cards, or any other
similar document enabling him to get cash or to pur-
chase goods or services or hold, transfers or acquires
such cards or documents of illegal origin or any way
counterfeit or modified, or payment orders deriving
thereto”

This provision is now contained, exactly in the
same terms as before, in section 55, paragraph 9 of
Law (D.Lgs.) 21 November 2007 No. 231 (who has
repealed section 12 of Law No. 197 above), safe for
the fact that the amount of the fine is now expressed
in Euro currency and ranges between 310,00 and
1.550,00.

The criminal implications of fraud by misuse of
credit card seem to be sufficiently covered by this
figure of crime, however, in practice, serious pro-
blems may arise due to the fact that the author of the
frauds may remain unknown, or may reside in remote
jurisdiction or, even if Italian national, may be inca-
pable of compensating the victim.

Normal praxis of the card issuer is that of reimbur-
sing the victim of misuse (use of stolen credit card
with counterfeited signature or use of stolen data of
credit cards and use over the internet without the subs-
cription of the card holder).

Probably this is the reason why the research of the
case law does not show any significant civil litigation
on the subject, namely the one of victims claiming
compensation from card-issuer instead from the
author of the crime.

Case law rather focuses on the relationships betwe-
en the card issuer and shop keepers, drawing a list of
obligations for each of them and putting the risk of
misuse to one or the other according to various cir-
cumstances (e.g. Cassazione civile, sez. III, 14 July
2006, No. 16102, Soc. Trattoria Quattro Venti vs.
Servizi Interbancari).

However, a study of the relationships between the
card issuer and shop keepers lies outside of the scope
of this questionnaire and the conference to be held in
Italy shall rather focus on investigating the possible
damages for card holders. Indeed, due to the increa-
sing use of the internet, it might well be that card
issuers are going to change the above mentioned pra-
xis, by imposing on the victims of the misuse more
and more burdens. As far as this kind of problem, ple-
ase make reference below, to the section on “Payments
on line”
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Transfers

No peculiar statutes or case law on transfers has been
identified.

Cheques

Laws on cheques dates back to 1931 (namely, with Royal
Decree 21 December 1933, No.1736) as an implementing devi-
ce of the Geneva International Convention of 19 March 1931.
Therefore, most part of this area relates to uniform law, applica-
ble to all ratifying Member States. No peculiar statutes or case
law on cheques, with reference to consumers, has been identified.

Payments on line

This mean of payment, which is strictly connected to
information technology, might give origin to so called “com-
puter crimes”. For figures and statistics, please make refe-
rence to section D) below. How do the Italian legal system
cope with this sort of cyber crime? Misuse of credit card is
regulated in Italy, since 1991, as explained above in the res-
pective section. Following EC legislation, since 1993, by law
547/93, Italy has introduced a number of provisions of cri-
minal law aiming to punish computer crimes.

Namely, the newly instituted crimes are the following:

* Informatics fraud: similar to the traditional crime of
fraud, with the difference that it is committed through an
informatics means. Therefore Law 547 of 1993 adds in the
Criminal Code, section 640-ter to punish anyone who is see-
king to make a profit illegally, through the interference in
electronic data processing;

* Counterfeit of informatics documents: to this purpose,
informatics documents are considered as traditional ones and
section 491-bis of the Criminal Code extends to them the
punishments provided for public and private documents.

« Attack to data integrity: the newly introduced section
635-bis of the Criminal Code punished the damaging of
computer and telecommunication networks; section 615-
quinquies the spreading of virus and malware; section 392 on
damages to property now punishes also the damaging of so-
called informatics goods

* Attack to the privacy of data and informatics communi-
cations: newly introduced figures are the abusive access to
an informatics or telecommunication network (section 615-
ter of the Criminal Code); illegally possessing and spreading
of access codes (section 615-quater of the Criminal Code);
disclosure of the contents of confidential documents (section
621 of the Criminal Code) including informatics documents.
Also intercepting and disrupting informatics and telecommu-
nication correspondence is now punished by section 617-
quater of the Criminal Code, as well as installing of devices
aiming to intercept or hinder such correspondence (section 617-quin-
quies of the Criminal Code).
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Finally, it must not be forgotten that there were already
old figures of crime, like the one provided for under section
494 of the Criminal Code (substitution of person) which,
without any amendment, could perfectly fit to the new cyber
crimes, such as the identity theft.

Therefore, the criminal implications of fraud in the on-
line payments seem to be sufficiently covered by the various
— either old or newly instituted — figures of crime, listed into
the Italian Criminal Code.

However, in practice, serious problems may arise due to
the fact that the author of the frauds may remain unknown,
or may reside in remote jurisdiction or, even if Italian natio-
nal, may be incapable of compensating the victim.

A first research does not show any significant civil litiga-
tion on the subject, namely the one of victims claiming com-
pensation from card-issuers, e-bankers, etc., instead from the
author of the crime.

The conference to be held in Italy shall have the purpose
to seek to investigate this core aspect and to provide possible
guidance for decision of future cases.

Laws on data protection (in Italy, the most recent version
of data protection code dates back to 2003) seem to be of no
or little effect from a consumer protection perspective, while
increasing the bureaucratic burden for the business activity.

In other words, sections 34 of the data protection code
2003 provides for specific requirements in case of electronic
data processing, but it does not cover the case in which the e-
banker or the card issuer alleges that the breach of data pro-
tection is due to the consumer not accurately keeping for
himself the relevant data and secret codes.

How can a consumer prove that secret codes were disclo-
sed by the e-banker, rather than by himself?

Some academics is suggesting to extend the principle of
product liability, as provided for under EC Directive 85/374
(whereby producers and vendors are considered to be usually
liable for damages caused by the products they have produ-
ced/sold, unless they prove that damages are due to unfore-
seeable circumstances), also to the services, like credit cards
or e-banking.

This could also respond to economic analysis of the law
criteria, according to which damages must lie, in full or in
part, with the economic actor who take the largest share of
profits in that respective activity (i.e. the card issuer or the e-
banker).

In this way, liability would shift, in full or in part, from the
victim of the cyber crime to the companies operating in the
sector.

Although we could appreciate and agree upon this sug-
gestion, existing applicable civil law offers very few hints for
reaching this envisaged solution.
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PART 3

Economic crisis and fraud in
means of payment in spain
and the european union

Round table about the problems and its
solutions
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Round table about the problems and its solutions

SYMPOSIUM INAUGURATION

M D. Manuel Pardos
Chairman of ADICAE

This symposium represents the final event of a European
project that ADICAE has led in conjunction with the organi-
sations, SCS (Czech Republic), FEDERCONSUMATORI
(Italy), LNCF (Lithuania), ANPCPPS (Romania), ASC
(Slovakia), and MIPOR (Slovenia) for a year and a half, with
the support of the European Commission (DG lJustice,
Freedom and Security).

The use of electronic payment methods is no longer a
novelty. For many years, the use of cards in most European
countries has been widespread and the number of transac-
tions and the amount of money moved in non-cash payment
methods has increased year by year. Spain, as will be shown
throughout the various lectures, is a clear example of this
increase. "Plastic money" is a payment method that has beco-
me widespread for most citizens, especially young people
and even children (subject to limitations and control by their
parents), who have started to use these payment methods
with considerable familiarity. Moreover, the Internet has pro-
vided more opportunities for the increased use of payment
methods to make purchases, payments and transactions.

Another phenomenon to be included is the mobile phone,
which cannot be disregarded. In addition to its various appli-
cations and utilities, another function has been developed: its
use as a method of payment. Although not currently wides-
pread, it is expected that it will become a popular payment
method in the future.
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Another factor to be considered is the economic crisis,
which is increasing electronic commerce volume and the
number of Internet transactions due to lower costs and servi-
ces made available by advances in new technology.

This makes it possible to develop in new ways, but the
downside is that fraud also grows rapidly. As a result,
European and national governments have demonstrated their
concern about the growing problem of electronic payment
fraud and their aim is to reduce the peripheral and non-essen-
tial aspects of fraud in these payment methods.

Consumer confidence in payment methods should be
taken fully into account, especially in relation to payment
fraud and how it adversely affects them. As a result, consu-
mer associations encourage confidence through consumer
protection, not only when informing consumers on how to
protect themselves from the effects and consequences of
fraud, but also to advocate that this change of trend from the
use of cash to “plastic money” is much cheaper. It is neces-
sary to reduce costs and commissions in the most popular
payment methods, which should be easily accessible in their
use and logically more secure. Trust will be reinforced by
strengthening the above pillars. In short, before consumer
trust can be achieved, protection of their rights and secure
use must be guaranteed.

To strengthen the confidence of users, it is necessary for
banks to guarantee security and accept that the burden of
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proof in cases of fraud corresponds to them. The consumer
should only be held liable in cases where it is clear that negli-
gence has occurred. It is necessary for banks to comply with
the European Commission’s Recommendation of 1988, to
which European Associations of Banks and Savings Banks
agreed in 1990, through which the cardholder's liability for
fraudulent use after theft was set at €150, which is the maxi-
mum liability until notification of the loss or theft of the card
is made by the consumer.

In this regard, greater concern by banks is vital and grea-
ter interest in the opinion of users. I mention this because in

Bl Dia. Francisca Sauquillo

spite of numerous efforts made by ADICAE to invite banks
to participate actively in the various events, only one of them
accepted.

In conclusion, cooperation is necessary between all prota-
gonists in the world of electronic payment methods. It is
essential that collective interests have priority, including the
users, and that mere economic and competitive interests bet-
ween companies are sidelined.

Chairperson of the Consumers and Users Council of Spain

I believe that this seminar is timely and interesting for its
timing, the attendees (representatives from six different EU
countries), the topics under discussion and the authority of
those making presentations.

The issue of fraud is of great concern. It has always
existed, but currently it is developing to an extent that requi-
res all of us to work to curb its progress, hence the impor-
tance of a high profile cross-border project to bring together
and assess the work completed and the work still to be under-
taken. It is necessary to inform, train (through events such as
this seminar) and learn from the experiences of different
countries to then be able to assess the various solutions and
alternatives that can be considered to address electronic pay-
ment fraud.

EThrough new technology, this problem has beco-
me widespread and global, requiring global solutions. It is
not just a problem for a few, but for everyone. We must avoid

the individualism that has been produced regarding con-
sumption. It is therefore necessary to circulate information
on fraud, just as easily as fraud itself spreads. The more
information one has regarding new types of fraud, the better
the knowledge and tools to prevent it, hence the need for
effective early warning systems so that consumers and users
know how to detect fraud.

This seminar is very timely in the new Europe with a new
power to legislate, with the accession of new countries with
similar general problems but also specific problems. The
work of legislators and the different commissions that draft
legislation is therefore important as they must remain atten-
tive to the development of fraud in order to propose legisla-
tion that is increasingly harmonised and general to deal with
a general problem that all European consumers experience as
those who commit fraud are well advanced and, in this race,
we must try to win, to anticipate the future so that criminals
do not achieve their aims.

CONSIGA TODAS ESTAS
INTERESANTES Y AMENAS
PUBLICACIONES

-
H

Phishing, spoofing, pharming, vishing, scam, troyanos... Los
consumidores se enfrentan a miles de amenazas con tan solo
sentarse ante su ordenador y comprar cualquier tipo de bien o
servicio, o incluso simplementepor consultar su saldo bancario
através de la web.

Liamenos: ADICAE
C./ Gavin, 12 local. 50001 ZARAGOZA

Tfno.: 976 390060 M Fax: 976 390199
email aicar.adicae@adicae.net
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CHALLENGES AND DIFICIENCIES IN THE LAW
REGARDING CONSUMER PROTECTION IN THE FACE
OF PAYMENT METHOD FRAUD

M Dia. Delia Vaquerizo

Products and Services Manager at Sistema 4B

In today's society, within the context of the European Union, electronic payment methods have become an indispensable tool
for the vast majority of bank customers, for payment in shops, as well as the provision of cash in shops. It is difficult to imagi-
ne a world without bankcards. In this environment, it is essential to ensure the stability of the system. Control of payment fraud
is one of the factors that must be taken into account in terms of its impact on user confidence. Globalisation, mobility of users
and the potential vulnerability of personal data on the Internet and other channels have facilitated the emergence of worldwide
organised crime engaged in counterfeiting and the fraudulent use of bankcards.

New methods to combat fraud

Spanish banks are aware of this situation and go to great
lengths to provide resources to prevent and deter fraud. As a
result of this effort, three Spanish card networks: Servired,
Euro6000 and Sistema 4B have experienced much lower
fraud levels than the European average, below 0.04% of total
sales.

However, in the fight against fraud, all participants must
be involved in a coordinated manner, focusing their efforts
on four basic concepts:

* Prevention

* Detection

* Detention

* Analysis and monitoring

Payment schemes and banks are actively working with the
government in defining standards of security and monitoring
requirements that optimise payment method use.
Accordingly, to minimise the risk of the physical counterfei-
ting of plastic, the EMV card has been established as the
European standard. The card contains a sophisticated chip
with high security levels to verify the cardholder. In Spain,
the migration process has already begun.

In European countries where EMV migration is well
advanced, its effectiveness has been demonstrated with a
reduction in fraud when the card is physically present,
although the movement of criminals to areas of the world
where the EMV standard has not been recognised has been
identified (mainly Asia and America).

Moreover, the new standard does not protect against fraud

in electronic commerce and distance selling, which is expe-
riencing growth in line with increased activity in this area.

To protect the cardholder who purchases online, there is a
security standard (3D Secure) that certifies the user before
his bank for payment through the Internet. Businesses that
are classified as "secure", require the cardholder to use the
certificate to verify his identity before authorising the trans-
action. To obtain this certificate, the user must contact the
card-issuing bank, usually through its website. It should be a
voluntary initiative by the user. Banks can carry out promo-
tional or informative campaigns, but the issuing of the certi-
ficate must always be initiated by the cardholder. Businesses
that do not apply for this certificate are classified as "insecu-
re" and must accept a delay in the transaction if it is reported
as false by the cardholder.

With respect to distance selling, the user must give the
three-digit code that appears on the right side of the signatu-
re panel to confirm that he is in possession of the card. This
number should not be given in writing or by telephone for
any other purpose than for a purchase transaction.

How to prevent a crime being committed?:
prevention measures

Another major concern of banks is where and how cards
are copied. In many cases, the copy is made at an ATM in
which a device for copying cards has been installed.
European banks have recently published a set of recommen-
dations for banks with ATMs, designed to increase security
and reduce the risk of such attacks. In the case of Sistema 4B,
these practices are applied as standard to enhance TELE-
BANCO 4B’s network security. Nevertheless, if the user
identifies any foreign element in the ATM, he must inform
the bank or Sistema 4B directly as soon as possible.
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Despite these preventative controls, Sistema 4B and other
national payment schemes monitor the activity of the cards
through intelligent systems to identify suspicious behaviour
indicative of fraud. If there is suspicion of fraud, the card-
holder is contacted to establish if a risk exists. If it is not pos-
sible to contact the owner but the risk of fraud is very high,
the card may be temporarily blocked in order to prevent a
financial loss. While sometimes this may cause inconvenien-
ce for the cardholder, it is considered as a lesser evil to pro-
tect the customer’s interests.

Many banks offer customers a complementary informa-
tion service by SMS, which is highly useful in reducing
fraud. The experience of the Sistema 4B banks that have
used this service for their customers is very positive, with
reductions of up to 40% in defrauded amounts.

Despite all the measures described above, fraud can still
occur. The immediate reporting of the fraud by the victim to
the Police and bank is essential to enable the identification of
the criminals, their location and their patterns of behaviour,
information that is transferred by the banks to their intelli-
gent prevention systems. Users should regularly monitor
their account statements to identify fraudulent card activity
as soon as possible. From the moment that notification is
made to the bank regarding fraud or theft, the bank becomes
liable for all financial losses. Furthermore, the new European
directive regarding payment methods, which enhances card-
holder protection, sets a €150 liability limit for cardholders,
over which the bank is liable for the financial cost of the
fraud.

Actions and measures for prevention, detection and infor-
mation analysis:

« Secure procedures for issuing and distributing cards and
PING.

« Issuing and distributing deactivated cards prior to acti-
vation by the cardholder through authentication procedu-
res.

* Monitoring of internal and random marks that are upda-
ted during each transaction, which help to identify
quickly if a card has been falsified.

* Monitoring and continuous updating of blacklists of

cards that have been blocked because of theft, loss or

forgery so that they cannot be used again.

Monitoring of transactions almost in real time against

intelligent fraud patterns that warn against changes in
the behaviour of the card, thus detecting any anomalies
before notifying the customer.

Notification (optional) via SMS for the cardholder to

check transactions.

Continuous analysis of fraud cases of all member banks

to identify common fraud patterns to train monitoring

and warning systems.

Historical analysis of card activity to identify copy
points. Procedures for preventative action against
potential counterfeit cards. This is a preventative mea-
sure.

Certification and activation of implementation policies

for secure terminals, i.e. ATMs and points of sale so

that they cannot be manipulated to copy cards (skim-
ming).

Compliance with all PCI (Payment Card Industry) stan-

dards for the protection and confidentiality of proces-

sed data.

.

.

.

cated to combating fraud.

In short, in recent years, the fight against payment fraud has become a priority for banks, regulators and payment processors, who are aware of how fraud cau-

ses misfrust in the use of cards. All of those involved in the system are essential for the control of fraud and the protection of users and the system:
W The users, following good practice and recommendations regarding the safe use of bankeards.
W Businesses, respecting the established operational system, requesting cardholder authentication and immediately reporting any suspicious behaviour.

B Payment schemes, banks and payment processors, as well as regulatory bodies, defining and updating the fraud protection policies, monitoring the imple-
mentafion of established security standards, sharing information on fraud and actively participating in the definition of new standards and protection mechanisms. Accordingly,
Sistema 4B strengthens the exchange of information concerning fraud and shares advances in this field, both nationally and internationally by participating in insfitutions dedi-

W The Police, supported by information provided by the schemes and banks and cooperating with other national and foreign security forces.
M The prosecution authorities, demanding the highest rigour in resolving cases.

ayment methods are and must confinue fo be a secure service for bank customers as a means of accessing money. Customers should be aware that they are protected against fraud
because risk is minimised with preventative measures and licbility is limited in the event of fraud.
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M Diia. Daniela Bulcu

Chief Prosecutor of the Romanian Ministry of Justice

The emergence of the first computers over 50 years ago started a real revolution for society. The first major consequence of
improved technology was the transition from industrial society to information society. Humanity has experienced great change
in this time. As a continuously improving technological tool, the computer has become a normal part of our lives, and is pre-

sent in all aspects of economic, social and cultural life.

Technological development and wide scale use of computer systems has advantages but also risks. The dependence of
companies, governments and individual users on computer systems makes them more vulnerable to the impact of crime.
Computers have also become an attraction for those who wish to gain undeserved benefits. Thus, the first computers were used
to commit small crimes, and later to commit new forms of crime that were more advanced and specific to computers.

Cybercrime: a current phenomenon

Computer crime is a phenomenon of our times that is
becoming increasingly well known as a result of its rapid
spread and also in terms of its economic and social conse-
quences. One study has shown that people’s fear of compu-
ter attacks is higher than any other type of fraud or petty
theft. The pursuit of computer crime is still in the process of
improvement as only a small number of crimes involving
computer systems are recognised by the prosecution authori-
ties.

While it is possible to describe the type of crimes com-
mitted in the IT field, it is still considerably difficult to count
the losses caused by these crimes, as well as the exact num-
ber of crimes committed.

In 2003, the Romanian Police investigated some 200 com-
puter crimes, 50% of which related to fraudulent electronic
auctions, 30% fraudulent online orders, 10% unauthorised
access to computer systems and 10% child pornography.

Romania’s accession to the EU:
consequences of anti-fraud regulation

Based on the premise that computer crime can cause many
problems in modern society, Romania has applied to its legal
system legislation on computer crime, which corresponds to
international conventions and standards. Therefore, in order
to transpose the obligations assumed as a member country
into national law, Romania ratified, with Law 64/2004, the
Convention relating to computer crime adopted by the
Council of Europe in Budapest in 2001. Romania also agre-
es with Recommendation R/95/13 of the Committee of
Ministers, which took place on 11 September 1995, regar-
ding criminal procedure problems related to information
technology.

Accordingly, to comply with the European Union,
Romania has adopted new laws such as Law 365/2002 con-
cerning electronic commerce. Article 2 of the law defines its
purpose and scope. Through the provisions of Articles 24-28,
the following actions are punishable: the falsification of elec-
tronic methods of payment, the possession of equipment

with intent to falsify such instruments, the making of false
statements in the issuing and use of electronic methods of
payment, the making of fraudulent financial transactions, the
acceptance of fraudulent financial transactions. These offen-
ses are punishable by imprisonment of 1 to 12 years. These
two regulations complement the provisions of Law 39/2003
concerning the prevention of and fight against organised
crime and Law 21/1999 regarding the prevention of and fight
against money laundering. In 2003, Law 16 concerning the
prevention of and the fight against computer crime was
adopted. Computer crime is defined by Article 49 of this law
as the act of causing harm to a person by entering, changing
or deleting computer data, by restricting access to such data
or by impeding the operation of a computer system for the
purpose of obtaining a material benefit. The crime is punis-
hable by imprisonment of 3 to 12 years. The victim can be an
individual or a company whose computer system has been
affected. It should also be noted that mere intention is also
punishable under this legislation.

Future trends in computer crime: the
Romanian Ministry of Justice’s solutions

Data analysis of computer crime shows the future trends
of these crimes, trends that represent new boundaries for
those who organise activities to protect the consumer (such
as authorities, companies, analysts, consumer associations).
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Computer crime directly affects society, which is increa-
singly dependent on computers. The important aspects of our
social life are coordinated by networks and computer
systems. As a result, attacks through and aimed at computers
will multiply in the future and computer crime will be able to
be committed by virtually anyone as computer systems beco-
me accessible to most people as prices fall, thus affecting
thousands of people anywhere in the world (globalisation of
fraud).

In order to address the problem of cybercrime, the institu-
tion I represent, the PROSECUTOR'S OFFICE of the
SUPREME COURT OF CASSATION AND JUSTICE, the
specialised Department of the Ministry of Communications
and Information Technology and the Department for
Combating Computer Crime within the Ministry of Defence,
has created an “eFraud" website that enables anyone to
report a possible fraud or other illegal activity to the authori-
ties.

International cooperation

Due to the anonymity offered in sending encrypted mes-
sages and its transnational nature, information cannot be con-
trolled, and for this reason, fraudsters prefer to commit com-
puter crime. As a result, Romania is highly active in the field
of international cooperation to deal with this issue. Chapter 5
of Law 16/2003 concerning international cooperation stipu-
lates that the Romanian judicial authorities must cooperate,
in accordance with the provisions of the law and internatio-
nal legal instruments to which Romania is also party, with
similar institutions in other countries and with international
organisations in the field.

To ensure that international cooperation is immediate and
permanent in combating computer crime, there is a perma-

nent point of contact, the Computer Crime Service within the
Directorate for the Investigation of Organised Crime and
Terrorism (DIICOT). DIICOT was established by Law
508/2005 and is the only department within the Public
Ministry that specialises in investigating and combating
terrorist and organised crime offenses. It was created to dis-
rupt and eliminate the cross-border activities of national
organised crime groups, which commit serious crimes. As
part of the international cooperation, foreign authorities may
request this Service to immediately preserve computer data
or computer traffic data relating to an existing computer
system within Romania. To do this, the foreign authority has
to make a request for international judicial assistance in cri-
minal law. In turn, the Romanian authorities can send the
competent foreign authorities information and data in their
possession that could be necessary to uncover crimes com-
mitted through computer systems or that are needed to solve
cases related to these crimes.

With regard to Law 161/2003 concerning the prevention
of computer crime, various articles are included that state
that authorities and public institutions have responsibilities
in this area, service providers, consumer associations and
other representatives of civil society that develop prevention
activities and programmes to combat computer crime. All of
these bodies organise information campaigns on computer
crime and the associated risks for computer system users

In Romania, the Ministry of Justice, in cooperation with
the Ministry of Administration and Interior and the Ministry
of Communications and Information Technology develops
and continuously updates a database on cybercrime. At the
same time, it regularly directs surveys to identify the causes
and conditions that favour fraud and cybercrime.
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believe that there should be a balance between law and social redlity in this area, because at the moment they do not correspond to one another, hence, for
legislation to be effective in protecting citizens, its adaptation to redlity should be as fast as possible. It is necessary for the procedures of draffing and passing regulations
to be much more dynamic and rapid in order to reflect reality as much as possible and to regulate it effectively.

Moreover, the representatives of civil society and consumer associations have an important role in educating the public about the risks to which they are exposed.
Consumer associations should encourage victims of crime to inform the authorities about these crimes. As mentioned earlier, many of these crimes remain unreported to

the competent authorities, which means that they are not investigated and therefore remain unpunished.
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COMBATING THE NEW TYPES OF ECONOMIC AND

FINANCIAL FRAUD

M Dia. Nieves Gamoneda

Inspector of the Economic and Fiscal Crime Central Unit — LAW ENFORCEMENT BODY

(NATIONAL POLICE)

B.L.T.: Specialised unit. Functions.

Public safety is a necessity that must be guaranteed
in any social environment, including the internet.
Consequently, the Technological Investigation
Brigade (BIT) is born, which is the police unit in char-
ge of responding to the challenges of new crime
forms, such as child pornography, criminal actions
and internet fraud, fraud in communications, cybers-
pace attacks, piracy... Its mission involves obtaining
proof, prosecuting criminals and
taking them to court.

The basic functions of BIT are

direct complex investigations,
coordination of operations invol-
ving different Police

Headquarters, the training of
national police officers and other
members of foreign police forces
as well as international represen-
tation, execution and coordination
of the investigations carried out in
other countries.

Section specialization and
division

The B.LT. is divided into 2 operative sections and 1 tech-
nical section. On the one hand, one of the operative sections
is in charge of investigations in three sectors, which are the
following:

B MINOR PROTECTION, related to crimes against
minors, child pornography and, more specifically, produc-
tion of child pornography.

Bl RAUD IN TELECOMMUNICATIONS, fraud in lan-
dline telephony, mobile telephony, injuries and calumnies
that are normally carried out.

B OPEN NETS, investigation of new in criminal activi-
ties, issue of illicit activity reports such as websites that

encourage anorexia.

The OPERATIVE SECTION is focused on three activi-
ties:

* Internet fraud such as computer irregularities and gene-

ral computing; the “mixed group” focuses on the investiga-
tion of computer crimes and even on identity theft.

* Logical security, security on the web, on general computing.

« Intellectual property focused on piracy investigation.

Finally, the TECHNICAL SECTION cartrying out training
and research tasks:

B TECHNICAL SUPPORT REPORTS
H [ + D TRAINING AND RESEARCH

Crime investigation regarding drugs sale which cause
serious health injuries.

Fraud by means of new technologies

If we ask ourselves this question: Fraud on the internet?
The answer would be that fraud can be carried out by any
means facilitating network: WEB sites, Electronic mail,
Sales/Auctions portals, Instant message services, Messaging
to mobile phones and others: IRC, ICQ, Forums...

The modalities investigated by the BIT are:

* Purchase of products and services by means of
valid card numbers (CARDING) where, in order to
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commit fraud, the physical card is not necessary, just
numerical data is required on the internet to carry out
fraudulent acts.

« Fictitious auctions and sales carried out from

telephone booths, for instance.

e Fraudulent Electronic Transfers (TEF).

* Phishing.

¢ Pharming.

* Malicious programmes

Examples of fraud modalities detected by the BIT:
Auctions:

By means of a telephone booth, from Spain, false
auctions websites were created and the money would
travel to Italy and Romania through a mobile phone.
Research about the globalization of this phenomenon
is that despite being a crime committed in the Spanish
territory there were no Spanish users affected.

Phishing

Users were sent an email replacing the Adicae iden-
tity (Banks and insurance consumers' association of
Spain) to confirm their bank passwords.

Fictitious commerce, where any type of product is
sold. An example of this is the “Operacion cargado”
(“Topped up Operation”), where it was detected that
products were bought through the creation of mobile
phone top-up fictitious websites; these websites would
appear first positions in search engines and as soon as
users provided their card details these were used frau-
dulently. All these webs were created by minors and
they kept in contact by means of IRC private networks

Fraudulent electronic transfers by means of the
well-known type of fraud “Nigerian letters”.
Countless e-mails which used the so-called old “timo
de la estampita” (fraudulent act). Bulk emailing is
sent asking for a payment request related to a prize
where the authors are African, from where its name is
adopted.

investigations. For this reason, global collaboration is necessary to batfle fraud.
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M These types of fraud are executed by highly structured organizations, which are authentic crime multinationals.
W They use intermediaries for distribution and also carry out fast money transfer operations through poor control circuits.

W These organizations use servers that are located in third countries, most of them without any type of control and legislation making reference to new fechnolo-

gies, fo the information Society and even less to fraud in payment methods on the internet.

B There are ferritorial and jurisdictional limitations that obstruct investigations being carried out. However, international collaboration is often used to perform

W Identity theft is essential in the economic crime, although this hasnt grown much yet according to data provided by the BIT.
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M D. Peter Gouwy
Intelligence analyst (Europol).

What is Europol? Functions and history.

Europol is the security body of the European Union
where 27 EU member States are involved as well as 14
others that are not EU member States and 10 interna-
tional organizations; Europol is in charge of managing
confidential information in the crime scope. Europol’s
objective is to significantly contribute to cooperation
among competent authorities of the member States
that are responsible for the prevention and fight
against organised crime and international terrorism.

Europol was established under the European Union
Treaty on 7th February 1992, headquartered in The
Hague, The Netherlands, Europol initiated its opera-
tions on 3rd January 1994 under the name ‘Europol
Drugs Unit (EDU)’ and limited to drug crime.

The Europol Agreement was ratified by all the EU
member States and came into effect on 1st October
1998. In response to different legal acts related to the
Agreement, Europol became a fully operative body on
Ist July 1999.

Progressively other crime scopes were added to its
competences. On 1st January 2002 the Europol’s man-
date was extended to cover all the serious internatio-
nal crime as it is detailed in the annexe to the Europol
Agreement. From 2007, other money laundering cri-
mes are also covered.

Europol supports police activities developed in the
different member States, mainly focusing on comba-
ting:

« Illegal drug traffic.

* Clandestine immigartion networks

« Terrorism

« Currency falsification (Euro) and other payment methods.

* Human trade (including child porography)

« Illegal vehicle traffic

* Money laundering..

Other primary scopes of Europol’s activity are cri-
mes related to violence against other people, financial
crimes and cybercrime.

Europol takes action where there is implication of

an organized criminal structure and two or more mem-
ber States are affected.

Europol supports member States by:

B Facilitating information exchange according to
the national legislation amongst the Europol liaison
officers (FEE). The FEE are distinguished Europol
officer by member States as representatives of their
security bodies and forces;

W Carrying out operative analysis supporting opera-
tions;

B Elaborating strategic reports (e.g. threat evalua-
tions) and analysis of criminal activities, taking into
account information and other data provided by the
member States and by third parties;

B Offering specialised knowledge and technical
support in the investigations and operations carried
out in the EU, under the supervision and legal respon-
sibility of the corresponding member States.

Besides, Europol actively encourages the analysis
of criminal activities and the harmonization of inves-
tigation techniques in the member States. Europol has
direct international collaboration. The Europol net-
work supports 27 member States, 14 non member
States; the European Unit collaborates with 10 inter-
national organizations. Concerning this collaboration,
there are two types of Agreements: An operative agre-
ement, where personal data are exchanged and a stra-
tegic agreement where personal data are not exchan-
ged.

There are operative agreements with Norway,
Switzerland, Island, Croatia, Austria Canada and
USA. Currently, an operative agreement with Croatia
is trying to be formalised. Strategic agreement with
Albania, Bosnia Herzegovina, Colombia, Macedonia,
Moldavia, Russia and Turkey.

Information exchange.

Europol has, in all countries, a liaison officer and a
National Unit. There are some analytic work files. The
information is received, analysed and sent to Europol
National Unit. No information is exchanged with pri-
vate companies and as for Banks, Visa, MasterCard,
the personal data are not received as these belong to
the member State. If the information is sent to
Europol, it is supervised by the State.
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Fraud in payment cards (skimming).

On a strategic level, Europol has elaborated a report on the
global problem on the internet, on how pharming or phishing
work. The member countries were informed about how to act
in cases of Carding.

On an operative level, Europol dealt with the type of fraud
called “skimming”, which is a copy of the magnetic band in
cards (In year 2009, criminals intercepted 250,000 cards
which is almost the amount of cards that were issued in
Spain). Automatic cashpoints and TPVs can be manipulated
by criminals. Also, “hacking” new cards with a chip (EMV
system) was detected. A magnetic band card seems to be bet-
ter as its chip, for instance, is not used in USA and these can
be copied, by criminals, for 60 or 80€. Surely, with techno-
logical and logistic advances, shortly, these costs will be che-
aper. As for Carding, Europol informs and trains police for-
ces of the member states to deal with these cases. Apart from
that, meetings with the private sector are held (financial enti-
ties and Payment Systems). There is a security team covering
almost all European countries. Europol has also had mee-
tings with airline companies as they are continuously affec-
ted by fraud in their cards.

Finally, it needs to be mentioned that Europol collabora-
tes with Interpol and they are creating a collaboration websi-
te regarding this card fraud issue.
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Data and work files collection plan.

What type of people does Europol collect
information from?

The data are referred to people considered "suspects",
according to each national legislation, for having committed
or participated in criminal actions without the need to have
been charged with those crimes and it also affects those peo-
ple who are believed they might commit a crime in the futu-
re.

What data does Europol computerize?

Name, surnames, nicknames, birth dates and places,
nationalities, sex and “other useful identification characteris-
tics", crimes, actions attributed "or that might be attributed”,
sentences and suspicion of belonging to a criminal organiza-
tion as well as any other “complementary information”.
Besides, Europol has created the so-called “Work files”,
where it stores, modifies and uses data referred to the people
previously mentioned, to people who are considered “possi-
ble witnesses” in investigations despite the fact that there
might not be an open legal cause, people affected or when
there are “reasons” to presume they might be affected”, both
“intermediaries and companions” as well as people “who
could facilitate information” about crimes.

Once all the information is obtained, it is provided to the
National Police of the member States and support is offered
to be able to come closer to other countries in order to share
information as criminals have no frontiers.
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Hl D. Alfonso de Miguel
Civil Guard Captain (Computer Crime Group)

The citizen contacts the Civil Guard: a
sensor of fraud's reality.

There are two mail addresses for citizens to communicate
with the Civil Guard about types of fraud they have been vic-
tims of. These two mail addresses function as two sensors
which provide information about the criminal situation in our
country.

With the statistics carried out by means of communica-
tions sent to these mail addresses we have come to the con-
clusion that with the passing of time what varies is the modus
operandi and that the communication contacts about these
types of fraud have dropped.

Statistics analysis.

Analysing the statistics that we have in our power concer-
ning “Criminal acts and Fraud” we can see there is 48% of
B2C criminal acts, 5% of C2B criminal acts, 16% of
Nigerian lettes,13% of fraud in telecommunications,2% in
carding, 12% fictitious surveys and 4% regarding “Other
types of fraud” (partners, online games,..).

We can say there is a continuity concerning year 2008 and
that the modalities are still the same but executed differently,
what we call “flash fraud”.

With regards to Phishing, it has been noticed that there has
been a fall in 2008 as for the amount of cases and there has
been a decrease in communications due to usurpation of ban-
king WebPages. The victim that suffers this type of fraud
does not generally report it; therefore communications about
usurpation are disappearing.

The improvement of cybercrime with the passing of time
is quite relevant although there are no new types of fraud; the
modalities are still the same, but with different execution.
Now they focus on improvement in the capture of mules with

more studied formulas, for instance, by means of an email
offering a job position.

As an interesting fact, we can say that 80% of IT systems
are affected by viruses and 40% of computers are compro-
mised by Trojans.

China is the biggest money beneficiary from electronic
fraud, with identity theft cases. A fraudulent act is performed
by the buyer where a man is selling an item and the false
buyer asks all possible details about the sale, once those
details are collected he uses them to offer the same item in
another country. The “couples” type of fraud, where 6-8 mes-
sages are sent from Costa Marfil with spectacular girls
asking money for their journey.

Therefore, from the analysed statistics we can conclude
that phishing communications have fallen but they are still
being carried out as the number of phishing hasn’t’ decreased
and there is specialisation by the aggressor with the automa-
tion of the threat by means of banking malware and ignoran-
ce by the malware threat user.

Police investigation and cooperation.
Jurisdiction impediments.

Criminal acts, fraud and phishing are investigated,
but sometimes the difficulty to identify some facts
with the same suspect arises. Also micro-frauds are
investigated by mainly Romanians who would receive
assets in their bank accounts. We can say there is poli-
ce international cooperation when prosecuting these
types of fraud; however when it is about prosecuting
criminals an order is necessary, which affects the
Ministry of Law and Justice and if a judge doesn’t
have any jurisdictions, the procedure becomes compli-
cated.

by means of warning the financial entity as well as a police report).

In general, the economic crisis has not been noticed, though the “black number” (cases that are not reported and therefore no proof is ever recorded) might have

increased and some variation has been noficed in the modus operandi, confirming the use of Trojan malware in cases of phishing.
Amongst the many measures to minimize the fraud effect in payment methods the following are proposed:

B Web movement confirmation systems (SMS's or call centre). Thus, every movement in the users” account is notified to them in real time, therefore users, in case that an

operation has not been carried out by them, will be able to act in order to take the necessary measures and avoid greater damage in their accounts (bank account cancelation

W Preventive blocking of accounts. Sometimes, entities are aware of fraudulent activities but the account is not blocked for security reasons as a report is required, however
often that report doesn’t happen due to fear. There are people against these preventive blocking of accounts due fo the fear of not being able to carry out operations, but it is
safer to perform preventive blocking rather than regretting having lost all the money in that account.

PROJECT EUROPEAN TECHNICAL CATALOGE 35



Round table about the problems and its solutions

H D. Diego Alejandro

Group 1, Payment Methods Inspector at the Police Headguarters, Law Enforcement Body of the

National Police.

What is a criminal organization?

Criminal organizations are those organizations having, as an objective, some type of crime or those encouraging it as well
as those with the purpose to commit or encourage the commission of organized, coordinated and reiterated misdemeanours.

The main criteria in these organizations are:

1.- Collaboration of two or more people.

2.- Distribution of specific tasks.

3.- Continuance in time. (6 months)

4.- Mechanisms of control or internal discipline.
5.- Suspicion of serious crime.

6.- International activity.

7.- Use of violence or intimidation.

8.- Use of commercial or economic structures.
9.- Implications in money laundering.

10.- Political influences, means of communication, etc.

11.- Search for benefits or power.

It is also necessary to mention that these organised bands have a hierarchical structure and their function is well deli-
mited and defined. As for the AGENTS relevant in the fraudulent act, we need to mention the Provider, the Forger, the
Passer, the Receiver. Also, we have the figure of the Collaborator who covers a “connivent”, the “mules”, counter vigi-
lance, the person in charge of laundering money, the front man, etc.

CRIMINAL MODALITIES:
M Stolen/lost cards: “Hot” cards
M Cards not received by the holder.
M False credit card requests in order to obtain physical support and
a PIN number.
B Fraudulent use of numerations (CNP)
M Card falsification
* Electronic falsification
» White “Plastics” are sold on the internet and used to carry out
fraud.

« Alteration of personalization
* Entire falsification

Investigation problems

The territory scope of this phenomenon has an international cha-
racter as bank cards can be of Spanish origin and be used both in
Spain and abroad and, on the other hand, the cards can be foreign and
be used in Spain.
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Another type of data to take into account is that these International
networks have great mobility, that there is an increase in
Specialization and Organization of Criminal Groups, which change
their telephone numbers and, as a Security Measure, there should be
a faster judicial reaction.

Another problem is that the installation of devises is carried out
during weekends, bank holidays and holidays, and in other occasions
the time from cloning to the moment when the fraudulent act is detec-
ted is too long. It is clear there is lack of collaboration among esta-
blishments when it comes to facilitating recordings and recognition
and also lack of collaboration from Financial Entities as the respon-
ses are slow and the information is incomplete or even inexistent.

Obstacles for the prosecution of criminals

The lack of preventive measures in some financial entities
is clear: absence of security cameras (which can actually
record), the recordings are poor quality, lack of periodic
checking of cash points and installation of detection techni-
cal systems, etc. Concerning fraudulent movements abroad,
the National Police faces the inaccuracy of information and
the lack of judicial and police collaboration in other counties.
To these problems, the use of the internet is added, which
means the favouring of anonymity, connection to wireless
networks and connections performed in cybercafés or
telephone booths.
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Crime ﬁnancmg and internationalization. are international is characteristic both for the composition of their

members as well as places for operation and/or to commit different
It is characteristic the fact that behind these crimes are criminal criminal activities.
organizations using this defrauded money to finance other types of
crime: falsification of documents, number plates, theft and upmarket
vehicle sale, drug (distribution and promotion), arms, etc. It is then a
rule for these organizations not to only focus on crime in payment
methods but on diversifying “their business”. Also, the fact that they

Conclusions and proposals

The criminal collaboration among the different police forces in the same country is absolutely y, as the | geneity of criminal acts committed by these

groups is a foct. Besides, the collaboration among different police forces from different counties is necessary and Europol and Interpol must coordinate the management of
all information facilitated by these police bodies.

-
WAV adiicaesrnet
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LIMITING LIABILITY IN CASES OF FRAUD: THE
MAJOR OUTSTANDING QUESTION FOR USER CON-

FIDENCE

H D. Alejandro Salcedo

Coordinator of the Consumer Institute of Castilla La Mancha

The growth of fraud in the Information
Society

In a world in which different payment methods are
becoming more and more common for any type of pur-
chase, including the most mundane, it is becoming
increasingly necessary to guarantee the security of
these payment methods. Fraud is a growing threat in
our society, in which technology plays an ever greater
part, and it is this technology that is directly responsi-
ble for an increase in fraud, fraud that is as diverse as
it is widespread and based on one of the new pillars of
our society: the Internet.

Apart from the dominant characteristics in any type
of fraud that consumers are currently facing, there is
the added situation of the economic crisis, which dri-
ves criminals to take advantage of the precarious
situation of some consumers (situations that are com-
mon to many) to commit fraud: job offers, gambling,
lottery, philanthropy etc.

Existing legislation

Within this context, it is necessary to point out which laws
govern these fraudulent activities. The first that I would like
to mention is the Recommendation by the European
Commission in 1988 to which European Banks and Savings
Bank Associations agreed to comply in 1990. This
stipulates that the cardholder liability for the use of a stolen

card shall be limited to €150: the current limit applicable
after the notification of card theft or loss. In the majority of
cases of falsification or theft, the incident must be reported
within 24, 48 or 72 hours.

The role of government

As is the case with many other participants, government
must take an active role in consumer affairs. However, in
order to act correctly in the eradication of fraud, several
current lines of thinking should be clearly understood:

- The functions of consumer affairs administration are
currently limited to hearing and mediation. Added to this is
the fact that several different bodies may become involved in
a commercial transaction in which payment fraud may be
committed and even different areas of competence within a
single body, quite apart from the involvement of state law
enforcing agencies. This can lead to a conflict of interest bet-
ween different agencies.

- Government obviously has limited resources. The
techniques for committing fraud are far in advance of
current government capabilities of combating them.
The costs involved in taking preventative action in
fraud cases.

—The mechanisms involved in the resolution of con-
sumer cases are insufficient. Moreover, the lack of
laws is self-evident as are the difficulties in resolving
the situation to the satisfaction of the consumer.

The following must also be taken into consideration: DIRECTIVE 2007/64/EC BY THE
EUROPEAN PARLIAMENT dated 13 Nov 2007 on electronic payment methods in the domestic
market, modifying Directives 97/7/EC, 2002/65/EC, 2005/60/EC and 2006/48/EC and replacing
Directive 97/5/EC. The objective of this directive is to lay down the necessary legal framework
to create an integrated payments marketplace, i.e. to create in Europe a unified payment area
through the implementation of SEPA (Single Euro Payments Area, ), whose objective is to
extend the use of electronic payments in the same way as exists for coin and note payments.
Finally, it intends to establish a level of data protection and to define the rights and obligations
of the users and payment service providers. The purpose of this law is to be incorporated into
the Spanish legal system. The law will become effective on 1st November 2009. This law will con-

solidate and clarify common banking practices.
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Finding the criminals is extremely difficult and the
banking institutions do not want to assume the res-
ponsibility of doing so.

— Lack of coordination.

— Unrealistic consumer expectations. There is pal-
pable consumer discontent with the current situation

in respect to payment fraud.

— Currently, the question of payment fraud is an
unresolved issue, despite its obvious magnitude.

Action proposals

Given the current shortcomings in this question, several
solutions must be prioritised simultaneously:

Assumption of co responsibility, closing loopholes.
Preventative policies:
- The need to carry out an in-depth study of the situation..
- Programmed monitoring:
- Network security protocols.
- Website tracking.
- Documental analysis
- Mystery Shopping
- Electronic security alert network (which must be
accompanied by blocking activities)

- Dissuasive measures (reports; publicity; sanctions ;...).

=

— Protective policies.

» The establishment of mechanisms for resolution

and ad hoc compensation (arbitration; consumer

affairs; systems of guarantees ;...).

* Inter and intra-administrative coordination.

* Concerted action.

— Facilitative policies.

*Provision of resources.

* Information and publicity.

* Public awareness campaigns.

* Training courses in the use of networks.

* Financial education programmes.

» Positive discrimination strategies (distinctions,

accreditations etc).

* Special attention for at-risk groups (the handicap-

ped, the elderly, immigrants, the poor, the uneduca-

ted,...).
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H D. D.Pablo Mayor
Lawyer on the ADICAE legal team

An examination of liability and subsequent limita-
tion in cases of fraud pre-supposes:

B The existence of a situation in which any party in
a legal or commercial exchange (we shall concentrate
on consumers and users) has incurred losses or dama-
ges.

B The existence of an action directed against the
PROPERTY of the consumer [who finds his interests
interfered with in some way].

B The need to buy the interests in question with the
aim of determining which operator is responsible,
which has been imprudent or has taken part in bad
practice.

M In conclusion it can be seen that the determina-
tion of liability in cases of fraud is an eminently logi-
cal operation and in the majority of cases, judicial.

From this, two questions can be formulated:

1st.- Who is held liable in a financial fraud
situation?

2nd.- Is the consumer always liable?

This is the common perception, it is maybe a
slightly PESSIMISTIC view, and far from realistic

A real case history: In ADICAE we have a case of a
person who charged several transactions to his card.
Upon investigating the origin of the payments, we rea-
ched the conclusion that there was postal traffic bet-
ween the banks that stated the account numbers,
which, together with the DNI and an address meant
that payments were authorised. Evidently, and without
the need for further investigation, it is clear that the
bank had acted negligently in permitting other persons
to gain knowledge of an account number without
taking the barest of precautions.

Everybody knows about the risks involved when
DISTANCE SHOPPING (e.g. catalogue shopping) as
well as ELECTRONIC - one of the specialities of dis-
tance-contracting.

Credit card security is a controversial issue — this is
a widely used payment method with evident fraud
risk-, particularly with respect to cloning, PIN theft
etc. In general, the security system for credit card pay-
ments is controversial given that in law, security and
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economic gain are juxtaposed (greater system security
means greater investment and lower profits).

This leads to phenomena such as:

* "Phishing", the acquiring of PINs via false mes-
sages (active fraud system)

* "Pharming", alteration of the user’s browser bar,
which means that when he accesses an on-line
bank or shop, he is seeing a false web page (pas-
sive fraud system).

* Cloning and duplication of cards which accounts
for approximately 10% of credit card fraud

* Card theft (by traditional or the now well-known
Lebanese link method

¢ Acquiring of PINs via e-commerce or on-line
banking.

¢ Others.

It is a system that the banks claim is secure yet we
all know it is not one hundred percent secure.

As an example of judicial treatment, Ruling
101/2004 of 23 November in the Provincial Court of
the Balearic Islands (Section 1) can be cited. It states:
“It can be deduced that there is a victim, the bank,
which provided the accused with the T.P.V., (...); and
there is a loser, who is not the cardholder, because
when he refused the payment and the card supplier
turned to the bank who facilitated the Point of Sale
terminal, the bank produced the slips signed by the
cardholder, when the bank realises that it has been the
victim, it cannot logically then present signed slips
when there has been no transaction, therefore they
must return all monies to the card supplier, bearing the
losses that were incurred before the fraud was disco-
vered”.

This example serves as a starting point for the attri-
bution of liability: as the system is not 100% secure,
it operates on the assumption that the banks must bear
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the losses and damages just as they reap the profits
(ease of use) from e banking. Although the courts nor-
mally follow these criteria, the economic implications
obstruct access to justice for the individual, by
making any eventual claims against the bank difficult
by the simple fact that the individual must bear the
legal costs involved by taking the bank to court.
(Apart from the outlay, the claimant must invest in
order to recover).

ADICAE and other associations, after the necessary
out of court processes, apply the principal of “who
claims pays”: when there is knowledge of a presumed
crime it must be reported (in fact, in many cases, fraud
goes undetected by virtue of the fact that the quanti-
ties involved are so small as to go unreported); on the
other hand, the bank often uses this fact to show that
the claimant has not tried to find the person responsi-
ble, therefore trying to avoid the civil responsibility
deriving from the crime.

Bearing the above in mind, the existence of fraud
has necessitated the establishment of preventative and
reparative safety systems.

B Preventative these are the protocols that the
banks establish to avoid fraud. As an example of fraud
prevention in other countries (the UK and France, for
example) a payment system using MOBILE TPV
UNITS is typically used, where the user enters his PIN
at the point of sale or goods delivery, while in Spain
the card is still used. This system is ideal to avoid the
ever more urgent problem of cloning

B Reparative, on the other hand, are the methods
used by the courts to “compensate” and restore a
situation of fraud. This is where the problem of over-
legalising arises, as the principal obstacle that the
consumer finds (requiring the setting up of out-of-
court reparation systems that are quicker and chea-

per).

In the order of things, and particularly in the con-
text of e-contracts, card payment for on-line services
generates a certain lack of confidence. The fact that
the consumer must transmit his PIN over the internet
leads to justifiable concerns that the details may be
CAPTURED by third parties and used fraudulently.

It would pay to reflect on how often we have seen
warnings about working on-line with an insecure con-
nection and how many cases of fraud we know about
personally. It is clear that the basic problem in these
cases is the fact that neither party are present simulta-
neously which impedes the identification of the card-
holder as well as the service or goods supplier, ope-
ning up a vast field of opportunities for those who
wish to commit fraud. Add to this is the fact that there
is not even a signed receipt by the cardholder and we

find ourselves with the simultaneous advantage and
drawback of anonymity and the abstraction of safety
measures.

It must be pointed out that, in the experience of
consumer associations, and in particular ADICAE, we
find that THE BANKS ARE NOT INTERESTED IN
A COMPLEX (SAFER) SECURITY SYSTEM
WHICH WOULD MAKE IT LESS APPEALING
TO CLIENTS, having already discounted several
systems and projects either for reasons of cost (fin-
gerprint or iris recognition) or for being excessively
complex.

In the experience of ADICAE, the supplier limits
himself to asking the client for the card number and
expiry date and possibly the last three digits of the
security code that appears on the back of the card for
international transactions. However, it is current prac-
tice to require the entry via a keyboard of the card
number or PIN when making a payment, which gua-
rantees the security of the transaction. Therefore fraud
requires previous knowledge of the nineteen digits
and expiry date of the card. PREVIOUS KNO-
WLEDGE would not appear to be too difficult, given
the expansion of the use of so-called malware desig-
ned to obtain user data or a Trojan Horse that will ins-
tall itself on the computer.

In relation to credit cards, legislation protects card-
holders against improper or fraudulent use in on-line
transactions and there are now PENAL SENTENCES
handed down. Regarding criminal legislation, art.
248.2 of the Criminal Code typifies I.T. fraud and
considers “guilty of fraud those who, for illicit gain,
and through I.T. manipulation or similar, obtain an
unauthorised transfer of funds to the detriment of a
third party” This obviously includes the duplication of
credit cards.

On the Civil statute books, art. 106 of the
Condensed Text of the General Law on Consumer
Defence regulates card payments should be read in
order to understand the protection that the legislator
grants to consumers. Upon reading said article, it can
be inferred that the cardholder whose PIN has been
improperly used by a third party has the right to CAN-
CEL THE PAYMENT BY THE CREDIT AGENCY,
to take effect no later than 30 days from notification
of the cancellation. This possibility grants the consu-
mer the safety of knowing that they will not be held
liable while the facts of the case are under investiga-
tion. In addition, in accordance with jurisprudence, it
is the supplier who bears the burden of proving that
the card number used to pay for the services was intro-
duced by the cardholder. In this respect, there is an
inversion of the burden of proof to the benefit of the
consumer, which represents a vital backup to Internet
transactions, which is of prime importance, given the
growing popularity of these systems. The issuing bank
is only responsible for fraudulent or improper use of
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the credit card if this use infringes on the contract sig-
ned by the holder, as was mentioned in the opening
paragraph. It is evident that negligent behaviour by
the cardholder makes him responsible to the supplier
and bank for damages incurred (e.g. for having given
his PIN to a third party or for failing to inform the
bank of loss or theft), and holding him liable, e.g.:
WRITING THE PIN ON THE BACK OF THE CARD.

In view of the above, it can be concluded that the
cancellation of a payment considered fraudulent can
be requested and that in the face of such a cancellation
by the cardholder it is the service provider who shall
bear the cost of the operation, without the holder
having to prove whether the card number was introdu-
ced by him or fraudulently by a third party. The card-
holder is protected if damages have not been incurred.

In other cases and if there have been damages incu-
rred PROTECTION IS AFFORDED ONLY
THROUGH THE COURTS. Given that the Client
Protection Services of the banks as well as the
Complaints Procedure Department of the Bank of
Spain and the CNMYV never include in their reports
references to damages caused to consumers, which are
fixed by the courts, with the exception of those case
where the banks settle out-of-court to avoid cases.

It has been demonstrated that before the specific
nature of many contracts and the clarification of many
consumer aspects, technical decisions from the
Governing Bodies prevail, making OUT-OF-COURT
ASSESSMENT fundamental, particularly in the for-
mulation of complaints to go before the supervisors in
order to establish the bases for legal recognition of the
responsibility.

With reference, once again, to the security systems,
it must be remembered that in transactions, the issuer
must give the holder the PIN, which gives greater
security when buying on-line. In on-line transactions,
the introduction of the PIN (AND NOW THE USE OF
A KEY CARD, GIVEN BY SOME BANKS AS A
BACKUP SECURITY MEASURE) supposes the iden-
tification of the cardholder, necessary for the correct
functioning of the system. The bank accepts transac-
tions with the PIN as long as the account holder has
the funds and the card is valid. These systems, the PIN
and the key card to combat malware represent a way
for the banks to avoid responsibility. Although it must
be pointed out that greater system security will result
in a benefit for the client as well as the bank, which
will no longer have to bear costs for lack of proof.

IN THIS CASE, THE PROOF OF NEGLIGEN-
CE IN THE USE OF A PIN OR IMPROPER CUS-
TODY OF THE CARD CAN EXONERATE THE
CREDIT AGENCY. E.g. If a card is given to another
person.
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In fact this is the reason normally used to justify
failing to answer client’s requests..

Another case from the Association’s archives: that
of a father with two children who both have savings
accounts in a bank. An unauthorised transfer of the
daughter’s funds to a third party took place and it pro-
ved impossible to have the funds returned to the right-
ful account. Then the same thing happened with the
son’s account, but the transfer was stopped. The bank,
in order to avoid responsibility, demonstrated that
improper use of the father’s PIN had occurred. The
case had to pass through the Ombudsman, the Bank of
Spain, and then to court. A settlement was finally rea-
ched on the court steps three and a half years later.

In this case there is the problem of there being no
transaction: the bank appeals and that at least three
and a half years go by before the money is returned,
making the process extremely expensive. This beha-
viour is within the law yet hardly ethical within the
terms of corporate responsibility so fervently lauded
by the banks.

Even if the cardholder had acted negligently in
giving his PIN to a third party, or failing to notify the
issuer of the loss or theft of the card, he could still
cancel the transaction, although he would be held lia-
ble for any losses or damages arising.

Another case resolved in April 2006 in the
Provincial Court of the Balearic Islands was that of a
cardholder who demanded the refund of a payment
that he did not recognise, that had been made through
a card issued by the bank but that the client claimed
never to have received. The bank refused saying that
the card had been sent, although they had no proof of
receipt.

Relating to credit card issuers, Framework Decision
JA1/413/2001, dated 28th May, by the EU Commission
relating to the fight against fraud and falsification in
payments other than cash, defines payment instru-
ments. Viz. Articles 1 and ss. For the definitions.

For a fuller understanding, Consultation 3/2001,
dated 10th May, should be studied. This qualifies in
legal terms, the use in public call boxes of electronic
instruments that mimic prepay cards; Consultation
4/93 that confronts the problem of the legal situation
surrounding fraudulent manipulation of day cards on
public transport.

Regulations relating to card use in Spain are foun-
ded on contractual freedom as laid down in arts. 1091
and 1255 of the Civil Code, as there is no positive
legislation on credit cards, not even of an administra-
tive nature.

In the face of this lack of regulation, the main pro-
blem arises with card theft, as the agreed conditions
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establish the obligation of the cardholder to inform the
issuer within a fixed period, by phone or in writing.

IN THE CASE OF FRAUD

The problem that arises is who is responsible for
the loss in the case of an invoice bearing a false sig-
nature. According to the EC Recommendation dated
the 17th November 1988, up to now the limit of res-
ponsibility is fixed at 150€ after notification.

This Recommendation, despite not being binding,

has been accepted by the majority of banks in Spain.
It is therefore normal that a credit card contract con-
templates that before said notification the cardholder
is responsible for a certain amount, except in the case
of fraud or grave misconduct. In any case, after noti-
fication, the responsibility rests entirely with the cre-
dit institution and IT MUST FALL WITHIN THE
LIMITS ESTABLISHED AS AN ADDITIONAL
SECURITY MEASURE.

One of the problems typically faced is that of the
small nature of sums involved, which make them dif-
ficult to trace.

In view of the above, it can concluded that although the on-line banking systems are relatively secure and that the consumer is reasonably protected against fraud

and attacks on his bank accounts, there is sfill a long way fo go before there is 100% frust in Internet operations. As a first defence that could be employed to improve and
restore clients’ rights in those cases in which their legifimate rights have been obstructed, ADICAE and other associations are pushing for the establishment of out-of-court
systems for the resolution of these conflicts which would grant freedom of access to a tribunal for all those who require it. The small sums usually involved make it unviable

for claimants to pursue a claim through the courts therefore meaning that the majority of these cases remain invisible yet ever more frequent.

In Spain, legislation including art. 106 of the Condensed Text of the General Law for Consumer Defence that regulates card payments, the user defence system uni-
ted with the principle of the inversion of the burden of proof, added to the fact that the courts are ever more sensitive to Consumers’ Rights which is the subject of much
jurisprudence is all beginning fo regard consumer rights in a reasonably favourable light.

Notwithstanding the above, the role of the Associations including ADICAE (pioneer in financial fraud cases) is becoming more and more necessary. Of parficular
importance would be consumer education, as a way of avoiding these situations and the formation of collecives as the best form of defence against all these types of fraud
that claim hundreds or thousands of victims.
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IMPACT OF THE ECONOMIC CRISIS AND FRAUD IN
ONLINE PAYMENTS AND ELECTRONIC COMMERCE

M Dia. Elena Garcia Diez

Coordinator of e-Fraud of INTECO (National Communications Technology Institute)

Introduction: Information Society
Development

In order to assess the impact of the economic crisis in
online fraud and electronic commerce, it is necessary to
focus on the evolution and development of the information
society. The use of electronic methods of payment registers a
clearly rising trend. At the same time, the level of develop-
ment of electronic commerce and its different methods of
payment also rises. The number of Internet users or consu-
mers surfing on the Internet and using it for buying is rising,
so there is a bigger diversification of the use and the type of
purchases. Apart from the fact that the availability of some
services is far away of being considered optimal, it is notice-
able the trend to develop services aimed at citizens more than
at companies (24 million of Internet users and 7.6 million
homes connected in Spain) and the attention paid to the con-
cepts linked to the generation of income.

Day after day, Internet includes a bigger number of work-related,
professional, personal and leisure activities of Spanish consumers.
41% of houses in Spain already have an Internet connection. Initially,
consumers used the Internet for simple tasks, such as communication
among them and research of information. Nevertheless, and despite
the fact that this activities register a high level of activity, consumers
start doing more complex and transcendental tasks. This way, it is fre-
quent to see how they plan and book trips, look for a job or have
access to online education to find it, get any kind of product or do ban-
king operations such as raising a mortgage.

However, we should emphasize the fact that availability or diver-
sification in the Internet does not automatically imply its use. Internet
access is a necessary condition, but not necessary enough for the
development of Information Society.

Culture of User Security and the use of
secure solutions at home

Incidents related to security and trust of the user on the
Internet are a critical factor that determines the development
of the Information Society in Spain delaying the adoption
and extension of the services through the Internet, such as
electronic commerce, electronic administration or online
banking.

In relation to information security, Internet users apply
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security measures without active participation (automated);
this causes the existence of a deficit in the incorporation of
measures that demand bigger pro-activity on the side of the
user.

Among these tools, antivirus software is the most generalised one.
Some of the most important reasons to avoid the implementation of
security measures are those derived from the lack of knowledge or
from the feeling that it is not necessary. It is remarkable the fact that
abig percentage of users who do not use antivirus software, claim not
to use it because it slows the speed of the PC or the Internet surfing.

Concerning the effect of the users incidents, the most
common consequences are updating, renewing and installing
new projection barriers (10% of the users installed the first
antivirus and 20% change it), change of opinion and beha-
viour concerning security, being more prudent and claiming
more implication on the side of public administration. At this
point, it is important to know that, due to the essential cha-
racter Internet has now, incidents barely modify the use of
services.

Although almost half of the homes show that they would
use more services if they knew how to decrease the risk, the
analysis indicates that, in general, incidents related to secu-
rity do not make users abandon the services or stop using the
Internet. But there is a delay effect in the incorporation of
Information Society related to the lack of trust on the
Internet. This effect has to be found in the “non-users”, that
is, those who do not feel protected enough as to join and
move freely on the Internet.

This way, common Internet users have embraced online
services in their own lifestyle so that it is very difficult for
them not to use them. In this context, incidents are interpre-
ted as warnings to increase the protection equipment and/or
to be more prudent with their habits, but they are not inter-
preted as warnings of abandoning or reducing the use of
Internet. For many users, the second alternative is not feasi-
ble.

Despite the declared incidents and the poor knowledge of
the risk shown by the users, the general feeling is that of
comfortable security when using the Internet. The vast majo-
rity thinks that their connection and equipment guarantees a
safe surfing. But this is not always the case.
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Indicators of Electronic fraud incidents

Among the amount of indicators used to localize electronic fraud,
we can first count on the Anti-Fraud Command Center Reports of
RSA or those of Anti-Phishing Working Group. These reports never-
theless do not include, technically speaking, the total amount of infor-
mation. We can find in them a ranking of the countries that are a tar-
get of the attacks, in which Spain has a variable presence (from the
4th to the 7th position). In March 2009, the number of fraudulent
attacks in Spain was a 25% of the total. And this is because, for exam-
ple, electronic banking is still one of the online uses more generalized
among Spaniards. The number of online banking users in Spain has
increased, in the last years, placing it in the same levels of those of the
rest of the European countries. Spain was also the second one in
March in number of fraudulent activities or elements.

For INTECO, performances are focused, on one hand, on the
attack to Spanish entities and, on the other, on attacks using resources
placed in Spain. The reports of the users are commonly used as
important information sources or for the detection of new cases.
Reports are more and more received as types of frauds that were, up
to now, less known such as phishing.

Incidents and internet fraud

Defrauders tend to use different attacks that affect the
logic security of the PC or the website such as virus, service
denial attacks, data o email account robberies and identity
theft through the net.

Moreover, they try to take advantage of the vulnerability
found using social engineering based on current issues with
a great impact. The so called “social engineering” is the spe-
cialised or empiric technique used for the studied or handy
actions that allow the manipulation of people so that they
voluntarily do things they wouldn’t do in normal conditions.
A good example in the daily life can be the seller who makes

a research on the habitudes and hobbies of the customer in
order to establish the relationship between trust and empathy,
to be able to sell more easily his products or services. The
current economic situation provokes a bigger exploitation of
fraudulent resources, but it does not necessarily provoke the
apparition of new resources or techniques. The old ones are
adapting to the economic, political and social reality. With
the crisis and the rise of unemployment, fake and fraudulent
job offers are published, opening, this way, a new concept in
this technique that takes advantage of economic uncertainty.

Despite the recommendations made, it looks that phishing to
financial entities is still the biggest online fraud (4 different attacks per
month). Let’s remember that phishing is an attack with which any
cyber criminal tries to get banking or financial information about the
victim (passwords, bank account numbers, etc.). There are different
ways of attacking: one of them can be sending a fake email on behalf
of the bank asking for personal information with any excuse. This
way, they reply or click on a link that seems to be the bank web page.
They tend to be clearly planned, directed, sophisticated, dynamic and
intelligent attacks..

But not only financial entities are the target of this kind of
attacks. For the companies that need to transfer personal
information through the Web, trust of online customers is
vital. Those consumers buying online are worried by identity
theft and, thereafter, they are very cautious when giving their
personal information (moreover this related to the credit
card) in the sites they don't know. In other kind of business,
the information transferred, even though their character is
not personal, is also important. This way, more and more
shops, business, companies or multinationals are victims of
electronic fraud or are used to commit, on its behalf and
through fake Web pages with a high social engineering and
conventional technique design, fraudulent activities. These
frauds are made from servers located in a country different
from that in which the fraud is made. Delocation used to
avoid detection is quite common. It makes the monitoring
process more difficult to the competent authorities.
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Ml D. Julio Cortés

European Consumer Center (Consumer National Institute)

Protection of consumer in Europe: CEC Net

he European Consumer Center is a public customer’s offi-
ce placed in any state member of the European Union for any
need of information or assistance related to any purchase or
use of a service in a country other than that of the consumer.
Any cross-border transaction is observed and analysed, and
mediation on any complain made is offered. The aim is get-
ting, through a preventive and informative labour, the cer-
tainty that, in any European country, consumer rights will be
recognised and granted.

The European Consumer Center in Spain will help you if::

* You are a citizen of a EU estate purchasing or contrac-
ting any service in any part of the Spanish territory

* You are a Spanish citizen purchasing or contracting any
service in any EU country other than Spain

Some of the work of the European Consumer Center is to
spread information about the rights of the consumers in the
European Union, as well as the challenges we face due to the
advance of, among others, new technologies. The increase of
Internet transactions causes, unavoidably, the increase of the
number of complains related to fraud. In 2007, 56% of the
European complains were related to e-commerce and most of
them were based on confused or inexistent terms and condi-
tions in the contracts, delays or loss in purchases made
through the Internet, etc. This has generated a high level of
distrust on the part of the user: 27% of them buy through
Internet on a daily basis, but 70% of them do not trust it
when doing a purchase. Consumers should trust it but they
do not have enough information about the possibilities of
getting their money back through the methods of payment. A
secure method of payment ensures the rights of the consu-
mer.

Secure methods of payment on the Internet

The European Commission aims to remove any barrier on
the cross-borders payments and to create only one payment
space. But nowadays, is has been verified that, this transfers
are still more expensive and slow than money transfers made
in the same country because, frequently, payment systems
and security rules of the different states are not always com-
patible. For example, being able to move the charges done
back depends on the law of each country and it is demanded
to prove fraud.

Problems detected since 2004 still persist today. One of
them is the lack of clarity in the Web pages where methods
of payment, terms and conditions of the contract or the final
price of the product are not well specified. Another one, and
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probably one of the most important, is the lack of education
of the consumers against fraud and the lack of promotion of
responsible use of the methods of payment and rights of con-
sumer. Internet consumers do not have fewer rights than
those of traditional consumers. Finally, it is remarkable the
need of effective mechanisms as an alternative solution for
the Internet conflicts.

European cooperation projects

The European Commission aims to remove any barrier on
the cross-borders payments and to create only one payment
space. But nowadays, is has been verified that, this transfers
are still more expensive and slow than money transfers made
in the same country because, frequently, payment systems
and security rules of the different states are not always com-
patible. For example, being able to move the charges done
back depends on the law of each country and it is demanded
to prove fraud.

Problems detected since 2004 still persist today. One of
them is the lack of clarity in the Web pages where methods
of payment, terms and conditions of the contract or the final
price of the product are not well specified. Another one, and
probably one of the most important, is the lack of education
of the consumers against fraud and the lack of promotion of
responsible use of the methods of payment and rights of con-
sumer. Internet consumers do not have fewer rights than
those of traditional consumers. Finally, it is remarkable the
need of effective mechanisms as an alternative solution for
the Internet conflicts.

“Lat ¢ 51§ econdmica y el fraude en los medios
js pago en Espafia v la Unidn Europen
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European cooperation projects

CEC wants to use its direct knowledge of the fraud cases
to bring this problem of the consumer beyond the assistance
of the particular cases. In order to do so, they have establis-
hed periodic meetings with the business sector held to obser-
ve the conformity with the current legislation concerning the
consumer protection. This way, they will closely work with
the Police and other national and international institutions in
order to improve this protection through the interchange of
information about bad commercial practices.

CEC organises the so-called “Dia del Barrido de Internet”
based on the revision of Web pages all around Europe on the
problematic subjects, such as fraud in flight tickets offers.
This analysis has found cases of misleading advertising and
default of the legal requirements established for the Internet
flight tickets sale. The research has been done together with
other countries in the European Union as a reply to the initia-
tives of European organisms of consumer protection, always
checking the compliance with the European regulation in
every country and the non use of abusive concepts or non
imposition of abusive conditions.

The origin of this regulation can be found in Article 51 of
the Spanish Constitution where public powers are urged to
guarantee the defence of consumers and users, protecting,
with effective methods, their security, health and legitimate
economic interests. In the same way, the General Law for the
Defence of Consumers and Users Act, July 19th 1984, and
the late version of November 2005, anticipated the fact that
the Government should establish an arbitration system that,
without any special formality, could pay attention and solve,

with binding and executive character, both complains and
claims made by consumers and users. Finally, the Royal
Decree 636/1993, May the 3rd ruled the Consume
Arbitration System and the Act 44/2006, December the 29th
improves the protection of consumers and users, establishing
its sixth final disposition in a year maximum after coming
into force. The Government, taking into account the appro-
val of the autonomous communities, will announce a new
regulation for the Consume Arbitration System that will
regulate virtual arbitration. According to this mandates, the
decree is enacted. Its article 51 establishes as follows:
“Electronic consume arbitration is that which is fully subs-
tantiated, from the request of the arbitration to the termina-
tion of the procedure, electronic media notifications inclu-
ded, without prejudice to any arbitral performance to be done
by traditional means".

Article 53: “Electronic signature. Without prejudice of the
use of other techniques ensuring the authenticity of the com-
munication and the receiver identity, the use of the electronic
signature ensures the authenticity of the communication, the
identity of the parts and the arbitral organ".

Article 54: “Notifications will be made in the electronic
address designated by the parties, being them legally made
the day after the date established for the access to the con-
tents of the arbitral performance that has been notified. But
if the notified person did not have access to the contents of
the arbitral performance ten days after the date and time in
which it was at his disposal, the notification will be conside-
red without legal force, proceeding to the publication of the
edict in the electronic addresses of the Arbitral Commission
of Consume ancillary to the electronic consume arbitration".

updating and infegrating information society by rights.

Online troubleshooting systems are product of the popularization of the media on the Internet brought by the use of electronic mail, among others, as an easy, fast and
cheap method. Other tools, such as chat or messenger have allowed easy and cheap communication all over the world. On the other hand, the development of online com-
merce has given a big number of transactions between on-line traders and buyers, for a big or small amount of money that has generated a high number of problems to solve.
Up to know there are important and new subjects that need to be studied in order to create confidence in the initial inferaction between the parts, between buyers and sellers
in the electronic world, when they are far away and only connected by a PC. Trust building in the trader or provider of online services is closely related to offering or not a pro-
cedure that allows the customer to falk to the entity and show his claims or complaiins if anything fails. Although having the customers feedback is very important, this possibi-
lity of offering a complain channel is still difficult to find in the electronic world, despite online troubleshooting systems are trendy in Europe. Future should be the electronic arbi-
tration system, already applied in some countries such as ltaly, and whose advantages include the fact that we do not have to go anywhere anymore. Defending consumers is
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Conclusions and proposals

CONCLUSIONS

B During the symposium we have highlighted the worrying increase of the attacks, not only in number
but also in diversity, affecting users of methods of payment in Europe every year. The main objective of
these attacks is finding out personal information, moreover data related to bank accounts. Phishing and
Internet are still one of the main weapons criminals use, although we shouldn’t forget about cashiers or
shops, where criminals still act due to the proliferation of the use of credit cards in any kind of payment.

B The more and more complex and fast techniques used by criminals are also worrying. They show the
methods they have and their ability to evolve, dominate and avoid technologic and security means compa-
nies have.

B The main characteristic of fraud is the transnational character, because it is mainly used on the
Internet.

B We have seen the need of communication among the different police bodies in different countries that
also need the help of everybody who experiences or knows about fraud. Without the report, pursuing cri-
minals is impossible.

W It is essential to sort out and conciliate the legislation that is not reconciled among the EU countries,
not only for prevention but also for the punishment of criminal conducts related to fraud.

M It is obvious how financial entities are not transparent when talking about fraud in the methods of pay-
ment and how they do not recognize the seriousness of the issue. According to them, they barely suffer
these effects, despite statistics and data that do not say the same.

B It is now evident who suffers fraud: the user. The user suffers all the effects. He is unprotected by the
financial entity that does not recognize its own responsibility and derives it completely towards the user,
who seeks for protection in the signed contract.

PROPOSALS

According to this, it is stated that measures and initiatives undertaken up to now in order to prevent and fight against
fraud and counterfeit in the different methods of payment have not been enough to stop the spread of this phenomenon.
Many agents are relevant in this sector of the methods of payment, and each of them is partially implied in this issue of
fraud. From them, we could launch different measures that could stop this issue:

European Union States
W Increase the resources assigned for prevention of fraud in different senses:.

* Give better security measures to the payment methods used by their customers. Use the existing means that haven’t
been generalised: token usb for Electronic banking, use of coordinate cards for the customers who use Electronic ban-
king, double operations validation means (mobile phone), etc.

* Promote security culture: among the employees, through formation courses and among the customers with formative
campaigns, publications, etc.

B Engagement of revision on the part of financial control institutions (National Banks) of the payment methods con-
tracts in order to remove abusive clauses that, nowadays, leave consumer undefended in a fraud situation.

PROJECT EUROPEAN TECHNICAL CATALOGE 51



Conclusions and proposals

Judiciary:
B Continuing education about this issue in judicial schools and centers of legal studies

B Cooperation and collaboration with Police and Administration bodies related to the issue

Issuers and specialized security companies.

M Fraud prevention (developing security patches that minimize vulnerabilities in the operative systems and software and
giving service to financial entities with traffic filtering systems, protection against intruders, detection of fraudulent webs,
etc.)

B Research and technologic innovation collaborating with other agents implied such as National Security Forces

Shops and companies working on the Internet

H Insist on security as a main aspect in business on the Internet
B Consider resources assigned to protect communication security as an investment
B Consider security as an aspect of quality service

B Formation plan for the employees in terms of security and data protection, even establishing “Security culture”

Consumers

B Bigger demand when using payment methods: Periodic update of measures and security tools (antivirus, firewalls,
etc.), caution when using cash points (checking the cashier and if something weird not using it and reporting to the entity);

B Use of electronic ID card in order to validate and confirm operations made on the Internet..

H Caution. In case of running an operation and suspecting something, not doing it, in case of having done it, report it as
soon as possible in the closest police station.

B Demand security to the service provider. Demand secure measures that make you trust the service.

Consumer associations

B Undertake information campaigns and spread them in order to call the attention of the user about the possible risk gui-
delines derived from the use of the different payment tools. This way, a responsible participation that allows a better and
efficient fight against fraud can be taken.

H Collaboration with the Administration and the Police forces, not only for spreading the knowledge and experience to
the associates but also for denouncing the cases.
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SEDES DE ADICAE

Servicios Centrales ADICAE
C/ Gavin, 12 local 50001 Zaragoza
Tfno. 976 390060 - Fax 976 390199

aicar.adicae@adicae.net

Madrid
Embajadores, 135 1° C int.- 28045 Madrid
Tfno. 91 5400513 Fax 91 5390023

Catalunya
¢/ Entenga, 30 entlo. 1° - 08015 Barcelona
Tfno. 93 3425044 Fax 93 3425045

Comunidad Valenciana
Av. Pérez Galdos, 97 pta.1 - 46018 Valencia
Tfno. 96 3540101 Fax 96 3540106

¢/ Aparicio, 5 entlo. 5 - 03003 Alicante
Tfno. 96 5926583

Galicia

Avda. Gral. Sanjurjo, 119 -1° dcha
15006 A Coruiia

Tfno. 981 153969 Fax 881 927603

Castilla y Ledn
¢/ Caridad, 1 - 2°C - 47001 Valladolid
Tfno/Fax. 983 373173

Extremadura
¢/ Camilo José Cela, 1 3°- 06800 Mérida
Tfno/Fax. 924 387468

¢/ Gomez Becerra, 25 3°- 10001 Caceres
Tfno/Fax. 927 626336

Andalucia
Av. Eduardo Dato, 85 1°B - 41005 Sevilla
Tfno/Fax. 954 652434

¢/ Salvador Noriega, 7 entreplanta dcha
29006 Malaga
Tfno/Fax. 952 088955

... 0 pregunte por nuestras delegaciones en otras pravincias

PROJECT EUROPEAN TECHNICAL CATALOGE

53



54  PROJECT EUROPEAN TECHNICAL CATALOGE.




ANNEXE

Transposition of the Directive
on Payment Services
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MEMBER STATES' TRANSPOSITION PLANS

Expected
Member Update date for Expectc_ed date for
State . entry into force
adoption

An ad hoc working group consists of all competent authorities involved (relevant Ministries, NBB,
Commission bancaire, financiére et des assurances) has been set up. The supervisory authority (CBFA)
is, in consultation with the Minister of Finance, responsible for implementing Title Il, while Titles lll and
Belgium IV fall within the responsibility of the Ministry of Economy, in consultation with the Ministers of Finance 3rd Quarter 2009 1 November 2009
and Consumer Protection. A draft regulation was set up end 2008, followed by mandatory opinions.
Submission to Parliament in second quarter of 2009. No general public consultation has been forese-

en.

. The Law on payment services and payment systems, transposing the PSD, was published in the
Bulgaria . ) ) 27.3.2009 1 November 2009
State Gazefte No 23 on 27.3.2009 and is accessible from the web page http://dv.parliament.bg/.

Transposition work has advanced. Ministry of Finance is leading the process, but in close coope-

Caoch Republic ration with Czech Nafional Bank. The Ministry draft is nowadays being consulted by legislative com- P 1 Nl 58

mittees of the government; the draft law will be submitted to Parliament by end-April 2009 and could
be adopted by the Parliament in the autumn 2009.

The bill implementing the supervisory part of the PSD has been adopted by the Federal Parliament
on 26 March 2009. It will now be fransmitted again to the Federal Council for approval. Regarding
Germany  [the bill implementing the civil law parts of the PSD, a public hearing took place in the Federal Parliament| 2nd Quarter 2009 31 October 2009
on 23 March 2009. The bill is expected to be adopted in May/June before being retransmitted to the
Federal Council. Both fransposition procedures are expected be completed before the summer break.

Work on draft law transposing the PSD is chaired by the Ministry of Finance. Tifles lll and IV are
o being dealt with by Ministry of Justice. The preparation of the draft is being closely consulted with the P Pp— 1 Nl
Bank of Estonia and FSA. The objective is to send the draft law for a public consultation in April 2009

and submit it for

Transposition work has already commenced. The Department of Finance and the Central Bank
and Financial Services Authority of Ireland are working in close cooperation with the State’s legal 3rd Quarter 2009
Ireland draftspersons to finlise the transposing legislation. It is planned to carry out a concurrent consultation 1 November 2009
on the draft regulations with relevant stakeholders, including on the question of Direct Debit migration. (September]

Consultation to take place during the summer period (July, August).

The members of this ad hoc transposifion Committee represent public authorities, regulatory
authorities and the private sector. To date, the law drafting committee has met nine times and finalised
the first reading of the draft law.

The draft law was finalized mid-February 2009 and was consequently submitted for public con-
Greece sultation with all relevant stakeholders (financial institutions, consumer protection associafions, cham- 22 Cuatrimestre 2009 1 November 2009

bers of commerce, etc). Two major issues sfill under consideration are the following:

— the application of Title VI of the PSD to micro-enterprises in the same way as to consumers
(Article 30, par. 2 and Article 51, par. 3) and

— the mandate migration of the current legacy direct debit payment transactions.
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Spain

The Council of State has just published its mandatory report on the draft law. The Council of
Ministers will send the text o the Parliament in April.

3rd Quarter 2009

1 November 2009

France

Ad hoc working group consisting of Banque de France, relevant Ministries, Banking federations,
consumer groups, telecom providers, etc. already met several times. A bill cimed fo authorise the
Government to transpose the PSD through Ordonnance was adopted on 5 August. A public consulta-
tion wass launched on 3 September 2008 and closed on 31 October 2008. The draft law will be sub-
mitted to the Council of State by

April and the ordonnance is now expected to be adopted by the government before the summer.

2nd Quarter 2009

1 November 2009

ltaly

Transposition work has started. An ad hoc Working Party consisting of Ministry of Economy,
supervisor, NCB and banking representatives has been set up and can be expanded if need be.
Parliament is expected to approve the delegation law by the end of April. The legislative decree (pri-
mary law) of fransposition will be approved by the Government over the summer and, in any case, by/|
November 2009.

3rd Quarter 2009

1 November 2009

Cyprus

The NCB was responsible for preparing the draft law. Work was carried out in close cooperation
with the Ministry of Finance. Other stakeholders involved in the working group were the Co-operative
Societies Supervision and Development Authority and the Competition and Consumer Protecfion
Service of the Ministry of Commerce, Industry and Tourism. All the other stakeholders are represented
in a steering commitiee for SEPA. A public consultation was launched on 17 December 2008 on the
draft law and draft secondary legislation (a Central Bank of Cyprus Direcfive transposing provisions
contained in Title Il and Article 88) that will transpose the PSD info Cyprus law. Both drafts are availa-
ble on the website of the Ministry of Finance (www.mof.gov.cy) together with an accompanying note.
Comments from six stakeholders were received within the deadline (30 January 2009). Furthermore a
request of the Ministry of Finance for an ECB opinion on the draft law was submitted on 5 March 2009.
The aim is for the draft law to be submitied to the House of Representatives of the Republic of Cyprus
dlready in spring 2009, dllowing thus for the appropriate procedure within the House of
Representatives to be followed.

4th Quarter 2009
(October)

1 November 2009

Latvia

Ministry of Finance has started implementation. No formal working group established, but close
cooperation between Ministry, NCB and FSA.

3rd Quarter 2009

1 November 2009

Lithuania

Draft laws transposing Directive are currently provided for the public consultation and are available at
http:/ /www.finmin.lt/web/finmin/teises_aktai/rengiami2erp_item=rengiami_teises_aktai_000154.
Public consultation will last until the end of April. It is envisaged, that draft laws will be transmitted to
the Parliament in June. Adoption may take place in July.

3rd Quarter 2009 (July)

1 November 2009

Luxembourg

The draft law has been approved by the Council of government on 6 March and has been trans-
mitted fo the Parliament and the Council of State. The objecfive remains to have the law adopted befo-
re 1 November 2009.

3rd Quarter 2009

1 November 2009

Hungary

A special committee on political issues adopted the first draft Act on Payment Services, which will
be the main instrument for transposing the PSD (besides secondary legislation: a Government degree
and a degree of the NCB) on 12 December. This draft was available for consultation through the web-
site of the Ministry (http://www1.pm.gov.hu/) between 19 December and 9 January. Submission to
the Parliament is foreseen for early April.

2nd Quarter 2009

1 November 2009
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Malta

NCB has the lead for transposition and cooperates closely with Malta Financial Services Authority
(MFSA, responsible for Tifle Il) and the Office for Fair Competifion. Following the publication of a con-
sultative document and an extensive public consultation process, the Central Bank of Malta (CBM) has
published a summary of responses received (available at www.centralbankmalta.org), and a joint,
MFSA/CBM committee is now preparing draft legal amendments taking info account the outcome of

that process and PSDTG conclusions.

While it is envisaged that much of the PSD will be carried into effect by means of subsidiary legis-
lation issued by the MFSA and the CBM under the Financial Institutions Act and Central Bank of Malta
Act respectively, a Bill to carry out certain amendments fo these acts will be placed before Parliament
probably by end-April.

2nd Quarter 2009

1 November 2009

Netherlands

The Dutch ministry of Finance has written a draft amendment of the Financial Supervision Act and
the Civil Law. Last summer stakeholders have been consulted on the draft. The bill has been sent to the

parliament.

The Second Chamber will probably deal with this bill before summer; the First Chamber probably
deals with this bill in the third Quarter of the year. A consultation on the secondary legislation will take
place during the second Quarter 2009.

3rd Quarter 2009

1 November 2009

Austria

The draft law has been sent out for formal consultation in January 2009
(https:/ /www.bmf.gv.at/Finanzmarkt/RechtlicheGrundlage_753/Zahlungsdienstegesetz/_start.htm);

the consultation was open until end February. Submission of final draft to Parliament after Easter.

2nd Quarter 2009

1 November 2009

Poland

The public consultation regarding the PSD implementation act will be launched in April.

2nd Quarter 2009

1 November 2009

Portugal

Afirst draft has already been delivered to the Ministry of Finance and has been submitted to con-

sultation.

The public consultation has been finalized and the Ministry of Finance will soon receive a final
proposal that will be assessed and by the end of that process submitted to the approval of the

Government.

3rd Quarter 2009

1 November 2009

Romania

3rd Quarter 2009

1 November 2009

Slovenia

The text of the legislative proposal implementing the Directive, prepared by Banka Slovenije, was
submitted by the Slovenian Ministry of Finance info consultation to different stakeholders on 16
December 2008, for comments until 9 January 2009. A draft law should be submitted to the
Government by April 2009.

3rd Quarter 2009

1 November 2009

Slovakia

The draft legislation transposing the PSD (in Slovak language) is now publicly available through
'comments proceeding' on the website of the Ministry of Finance of the Slovak Republic at
htp:/ /www.finance.gov.sk/Default.aspx2CatiD=7209 and also on the Legislation Portal of the
Ministry of Justice of the Slovak Republic at
https://I.justice.gov.sk/(X(1)S(2twtim45suofcnf02gawma2m))/Material /MaterialHome.aspx2instEID
= 1&matEID=12678&langEID=1.

2nd Quarter 2009

1 November 2009

Finland

Two working groups were set up: one with Ministry of Justice (work on Titles il and IV), one with
Ministry of Finance (rest of PSD); all relevant stakeholders are represented (including Telco's and con-
sumers). The draft bill prepared by the Ministry of Justice is available in the official website of the
Ministry. The draft bill to be prepared by the Ministry of Finance should be available by mid-May. The
official consultations of both draft bills should take place in ecrly summer. The draft laws should be sub-
mitted to Parliament by October 2009.

4th Quarter 2009

1 November 2009

PROJECT EUROPEAN TECHNICAL CATALOGE

59



Anexo

Sweden

There is a risk that Sweden will not be able to implement the Directive until 1 November.
According to the revised timetable it is infended to put forward a proposal to the Parliament in
December.

United Kingdom

The Regulations implementing the EU Payment Services Direcfive info UK legislation entered into
force on 2 March 2009.

A summary of responses to the consultation on the draft legislation, together with an explanatory |
memorandum to the regulations was published on 12 February 2009. These documents can be found
at http://www.hm-treasury.gov.uk/fin_payment_index.htm.

The FSA published a consultation on ifs rules to implement out-of-court complaint and redress pro-
cedures in August 2008 and expects to publish the final rules in March 2009. As for the territorial scope
of the adopted measures, it is still under consideration whether further legislation would be required for
Gibraltar and the Channel Islands.

The FSA has been published its Approach Document, Perimeter Guidance and Policy Statement
to help firms understand the Directive’s requirements, and what they need to do to prepare for
November. There available at htip://www.fsa.gov.uk/Pages/About/What/International /psd/ .

2 March 2009

Full implementation (PSPs must
lcomply with prudential and COB|
requirements): 1 November
2009 Information sharing and
cooperation with other authori-
ties: 2 March 2009 Firms can

start making applications:

1 May 2009

EEA COUNTRIES

Iceland

A draft bill implementing the PSD 2007/64/EC is not available yet.

3rd or 4th Quarter 2009

1 November 2009

Liechtenstein

Formal draft during 3rd Quarter 2008, final draft during 2nd Quarter 2009.

3rd Quarter 2009

1 November 2009

Norway

The special fransposition working group with representatives from the relevant ministries, the NCB'
(chair), the FSA, consumers and industry delivered their first report on Tifles Ill and IV in February 2009,
and o public hearing has been held. The report and the response can be found at
http:/ /www.regjeringen.no/nb/dep/id/dok/hoeringer/hoeringsdok/2009/horing---forslag-til-gjen-
nomforing-avbe. himi2id=546595.

The Ministry of Justice will propose amendments in the Financial Contracts Act as a fransposition
of Tifles Ill and IV shortly. The Norwegian Parliament will probably review the bill before it breaks for

summer.

The working group plans to deliver a report on Title Il to the Ministry of Finance later in the spring
of 2009.

2nd Quarter 2009

1 November 2009

Fuente: Comisién Europea, DG Internal Market, hﬂp:/ / ec.europu.eu/ internal_market/| puyments/ framework /! frunsposiﬁon_en.hhn
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